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Parter
Regionen Leverantor
Region Vasterbotten Coperio AB
901 89 Umed Ostra Kanalgatan 2
652 20 Karlstad
Org nr: 232100-0222 Org nr: 559131-4256
Telefon: 090-785 00 00 Telefon: 072-209 99 88

Kontaktvagar enligt bilaga 1.

Avtalshandlingar

Avtalshandlingarna kompletterar varandra.
Om handlingarna skulle visa sig vara motsagelsefulla i nagot avseende galler de,
om inte omstandigheterna uppenbarligen féranleder annat, i féljande ordning:

Skriftliga andringar och tillagg till detta avtal
Detta avtal med bilagor
Upphandlingsdokument med bilagor
Fortydliganden och kompletteringar till anbud
Anbud med bilagor

oM~

Avtalets omfattning

Leverantoren atar sig att leverera i enlighet och omfattning med de villkor som anges
i detta avtal och de underlag som legat till grund fér upphandlingen samt enligt de vill-
kor som framgar av antaget anbud.

Volymer

Regionen garanterar inte en viss volym eller ett visst varde under avtalstiden. Eventu-
ellt angivna volymer ar uppskattade behov. Skulle omfattningen enligt detta avtal un-
derstiga alternativt 6verstiga uppskattade volymer, ska detta inte betraktas som avtals-
brott fran regionens sida utan leverantoren ar skyldig att leverera i enlighet med det
verkliga behovet.

Nar angiven takvolym uppnatts ager regionen ratt att med omedelbar verkan saga upp
avtalet.
Avtalstid

Avtalet galler tva (2) ar fran avtalstecknande med mdjlighet till forlangning for regionen
med upp till 24 manader.

Vid avtalsperiodens utgang upphor avtalet att galla utan uppsagning.
Avisering om férlangning bor ske sex (6) manader fére avtalsperiodens utgang.

Utforande och kvalitet
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Leverantdren ska leverera enligt detta avtal med stérsta omsorg och pa ett fackmanna-
massigt satt. Leverantéren ska iaktta god sedvéanja inom branschen och tillvarata reg-
ionens intressen. Leverantdren ska via eget kvalitetssakringssystem sakerstalla att det
egna arbetet alltid utférs med ratt kvalitet och med precision.

Om uppdraget inte ar tillrackligt preciserat aligger det leverantéren att i samrad med
regionen gora ytterligare preciseringar. Leverantdren ska utan drojsmal skriftligen till reg-
ionen anmala behov av ytterligare preciseringar for att kunna utféra uppdraget. Leveranto-
ren far inte av annan an regionen motta eller inhamta direktiv fér uppdrag i vidare ut-
strackning an vad som framgar av detta avtal.

Om leverantoren i sin yrkesutdvning bryter mot ovan angivna principer och praxis, pa
ett sadant satt att regionens fortroende for leverantéren rubbas, utgor det ett vasentligt
fel och grund for fértida uppsagning av avtalet.

6 Samverkan
Parterna ska fortlopande samverka i samtliga fragor som ror avtalet.

Parterna ska tillse att erforderliga underlag gérs tillgangliga fér motparten inom ramen
for samverkan samt att tillrackligt radrum lamnas avseende stallningstaganden som
ska fattas i enlighet med avtalet. Parterna ska I6pande underratta varandra om handel-
ser av betydelse for avtalets fullgérande eller relationen parterna emellan samt konse-
kvenser av sadan handelse.

Leverantoren ska utan dréjsmal skriftligen informera och i lamplig omfattning samrada
med regionen om nagon av nedanstaende handelser framstar som sannolikt att intraffa:

Agarbyte eller andrad bolagsform

Konkurs, betalningsinstallelse

Myndighetsbeslut som kan komma att paverka avtalet
Omstandigheter som kan forsvara samarbetet mellan parterna

Pa begéran av regionen ska leverantéren lamna ytterligare information (exempelvis
uppvisande av aktiebok) om nya agarférhallanden eller andra relevanta omstandigheter
och om leverantérens framtida méjligheter att uppfylla avtalet. Regionen har darvid ratt
att sdga upp avtalet med en (1) manads uppsagningstid om det finns anledning att anta
att leverantoren inte langre kommer att ha méjlighet att uppfylla avtalet. Regionen ska
skriftigen meddela leverantdren om sitt beslut avseende avtalets fortsatta giltighet.

7 Personal

Leverantdren ska anvanda personal i den omfattning som kravs for att utféra uppdrag
till den kvalitet som avtalet kraver. Leverantdren ska sakerstalla att personalen innehar
adekvat kompetens och erfarenhet.

Leverantoren ar sjalvstandig uppdragstagare gentemot regionen. Leverantéren ansva-
rar for samt anstaller eller anlitar den personal som utfor arbete at leverantéren.

Leverantoren far endast ersatta utsedd personal efter regionens godkannande.
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Leverantoren ar skyldig att utan oskaligt drojsmal ersatta personal som anvands for
avtalets fullgérande, om regionen begar det och har sakliga skal for sin begaran sa-
som att personalen saknar erforderlig kompetens eller att samarbetssvarigheter fore-
kommer. Erséttare ska skriftligen godké&nnas av behorig foretradare for regionen.

Underleverantor

Leverantdren har helhetsansvar for avtalet och ansvarar for underleverantérens arbete
som for eget. Leverantoren ska i alla fragor vara regionens motpart. All kommunikation,
fakturering m.m. ska ske mellan leverantéren och regionen.

Leverantdr som avser att anlita underleverantor for att genomféra vad som avtalats ska
inhamta regionens skriftliga godkannande.

Regionen ska inom rimlig tid handlagga leverantérs forfragan om ny underleverantor.
Underlater leverantor att inhamta godkannande anses det utgdra ett vasentligt fel samt
grund fér uppsagning av avtalet. Regionen har ratt till ersattning for den skada som reg-
ionen asamkas pa grund av sadan atgard. Om skadan ar vasentligt har regionen vidare
ratt att omedelbart hdva detta avtal.

Leverantdr ska med underleverantdr traffa motsvarande villkor som éverenskommits
mellan regionen och leverantor i detta avtal. Leverantor ska pa begaran uppvisa samar-
betsavtal eller motsvarande skriftliga uppgoérelse med underleverantor.

Avropsordning

Regionen lagger skriftliga avrop for varje enskilt uppdrag till leverantor.

Tidsfrist for svar ar inom tre (3) dagar fran avrop.
Regionen har dock ratt att vid behov ange annan tidsfrist for svar i avropet.

Leverantor rangordnad som nummer fem (5).
Vid avrop av uppdrag anlitas leverantor enligt rangordning.

Leverantdr som rangordnats som nummer ett (1) i ramavtalet anlitas sa lange den kan
leverera enligt avtalsvillkoren. Underlatenhet att inkomma med svar inom angiven tids-
frist kommer att ses som ett avbojande. Darefter anlitas dvriga leverantérer enligt fast-
stalld rangordning.

Avsteg fran gallande rangordning kan ske vid patients behov av geografisk narhet.

Regionen forbehaller sig ratten att, nar rangordnade leverantorer efter forfragan inte
kan leverera, utan ersattnings- eller skadestandsansprak fran leverantor anlita annan
leverantor.

Pris och ersattning

Pris

Pris enligt bilaga 2.

2022-08-02 07:58 3(12)



m region AVTAL
vasterbotten NPF-utredning HSN 256-2022

11

12

Pris ar fast angivet i svenska kronor (SEK) exklusive mervardesskatt.
Pris inkluderar samtliga kostnader och avgifter férenade med uppdraget
om inte annat anges.

Ersattning

Ersattning utgar, med avtalat pris dag fér avrop, for utredning som genomférts och rap-
porterats inom angiven tid och till efterfragad kvalitet. Vid avbruten utredning utgar er-
sattning for eventuell genomférd del.

Darutdver behaller leverantor vuxnas patientavgift och kompenseras med motsvarande
belopp om vuxen patient inte erlagt avgift utifran regionens regler for patientavgift och
hogkostnadsskydd.

Prisjustering

Priser ar fasta tolv (12) manader fran avtalstecknande. Parterna ager darefter ratt att
arligen vid ett (1) tillfalle enligt nedan begéara prisjustering. Prissankning far ske pa be-
garan av endera part nar som helst under avtalstiden.

Skriftlig begaran, med nytt pris, [amnas till kontaktperson for avtalsfragor.
Handlingarna som styrker kostnadsférandring ska tillhandahallas pa begaran.

Retroaktiv prisjustering medges inte.

Prisjustering av personalkostnad

Prisjustering far baseras pa 80 % av pris enligt avtal, resterande del ar fast.

Pris justeras motsvarande hégst férandringen i SCB:s Labour Cost Index for tjansteman
(preliminart), privat sektor LCI (tjm) efter naringsgren SNI 2007 kod Q.

Bastidpunkt for index ar: matperiod K1 ar 2022.
Jamforelsetidpunkt for index ar: matperiod K1 arligen.
Justering beraknas pa 80 % av pris vid avtalstecknande.

Nytt pris galler tidigast fran manadsskiftet efter parternas éverenskommelse.

Fakturerings och betalningsvillkor

Faktureringsvillkor

Leverantor ska fakturera manadsvis i efterskott. Faktura ska vara sa specificerad att
det klart framgar uppdrag, bestallarens kontaktperson, datum och regionens diarienum-
mer. Leverantdren innehar F-skattsedel eller motsvarande.

Faktura skickas elektroniskt via Pagero med referenskod:
Barn- och ungdomspsykiatrin: 1040

Psykiatriska kliniken i Umea: 41

Psykiatriska kliniken i Skelleftea: 2009

Psykiatriska kliniken i Sédra Lappland: 3006

Faktura stalls ut till: Region Vasterbotten, FE 5102, 838 77 Fros6n
Moms nr: SE232100022201 och GLN nr: 7362321000224
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Regionen betalar inte expeditions-, faktura-, eller andra avgifter fran leverantoren eller
tredje part.

Betalningsvillkor

Om anledning till anmarkning mot faktura eller uppdraget inte féreligger, sker betalning
inom 30 dagar raknat fran fakturans ankomstdatum. Vid férsenad betalning utgar er-
sattning enligt svensk rantelags bestammelser.

| det fall regionen helt eller till delar inte anser sig betalningsskyldig har regionen ratt att
innehalla omtvistat belopp. For det fall parterna ar oense om endast del av faktura ska
oomtvistat belopp erlaggas senast pa forfallodagen.

Leverantorens betalningsuppgifter

Uppgifter om eller byte av leverantérens bankkonto/bankgiro och betalningsform ska pa
begéaran verifieras av leverantérens kontaktperson for avtalsfragor i bilaga 1.

Lagar och normer

Allmant

Leverantdren har det fulla ansvaret for att folja vid varje tidpunkt gallande lagar, férord-
ningar, foreskrifter och allmanna rad som berér avtalet. Leverantoren far inte vidta at-
gard som kan asidosatta lag eller som pa annat satt strider mot vad som galler for
denna typ av avtal.

Leverantoren ar skyldig att kontinuerligt halla sig underrattad om férekomsten och gil-
tigheten av dessa.

Leverantdren ar under avtalstiden skyldig att pa begaran av regionen skriftligen redo-
visa de atgarder som vidtagits med anledning av forpliktelserna i denna punkt. Begéard
redovisning ska ske inom tva (2) veckor om inte annat éverenskommits.

Om leverantoren far skal att anta att den begar eller kommer att bega brott mot be-
stdmmelserna i denna punkt, ska den omedelbart meddela regionen detta.

Arbetsgivaransvar

Leverantoren svarar for I6ner, sociala avgifter och andra avtalsenliga och lagstadgade
kostnader for sig och sin personal. Leverantéren ar ensam arbetsgivare for sin personal
och ar ensam barare av arbetsgivaransvar i forhallande till denna personal.

Om leverantdren inte har tecknat kollektivavtal, ska denne kunna uppvisa ett systemati-
serat angreppssatt for hur relationen mellan arbetsgivare och arbetstagare regleras pa
ett satt som motsvarar god sed pa svensk arbetsmarknad.

Antidiskriminering

Leverantéren ska félja gallande svensk antidiskrimineringslagstiftning.

Sekretess och tystnadsplikt
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For regionens verksamhet galler offentlighetsprincipen som huvudprincip. Detta innebar
att regionen ska lamna ut uppgifter som rér avtalet eller parternas relation om inte an-
nat regleras i lag. For part och dennes personal géller samma sekretess som for perso-
nal anstalld inom offentlig verksamhet i Sverige.

Parterna forbinder sig att, savitt inte annat regleras i lag, inte roja eller utnyttja motpar-
tens uppgifter, vad det an ma vara (person-, ekonomiska, kommersiella uppgifter etc.)
som kan komma part tillkdnna. Denna férbindelse omfattar alla personer som nagon av
parterna pa nagot satt involverar for att fullgéra sina ataganden. Om nagon av parterna
onskar ska sarskild sekretessforbindelse undertecknas av berérd personal innan arbe-
tet paborjas.

Brott mot sekretess och tystnadsplikt ar en vasentlig brist som utgér grund fér uppsag-
ning av avtalet. Sekretess och tystnadsplikt galler aven efter det att avtalet har upphért.

Yttrande- och meddelarfrihet

For leverantoren och dennes personal galler, i fraga om verksamhet som omfattas av
detta avtal, samma yttrande- och meddelarfrihet som for personal anstélld inom offent-
lig verksamhet i Sverige.

Personuppgifter

Ansvaret for personuppgifter féljer av gallande dataskyddslagstiftning. Leverantéren
ska félja regionens vid varje tidpunkt gallande instruktioner angaende behandling av
personuppgifter. Fér det fall leverantéren ar personuppgiftsbitrade till regionen ska sar-
skilt avtal upprattas enligt Sveriges Kommuners och Regioners mall fér personuppgifts-
avtal.

Forsakringar och ansvar

Leverantoren ar skyldig att under hela avtalsperioden till betryggande belopp halla
erforderlig ansvarsférsakring som tacker direkta skador vilka orsakats av leverantéren.
Pa begaran av regionen ska leverantdéren omedelbart uppvisa skriftligt bevis pa att
denne har erforderlig férsakring. Saknas erforderlig forsakring har regionen ratt att
teckna forsakring som tacker leverantérens ansvar pa leverantdrens bekostnad.

Leverantoren ansvarar for skada som denne vallar regionen eller tredje man. Leveran-
torens ansvar for skada i denna del ar begransat till SEK 10 000 000 per skada och
SEK 20 000 000 per ar. Ovanstaende ansvarsbegransning galler ej skada som orsakas
genom grov vardsldshet eller uppsat.

Foreligger ersattningsgill skada enligt ovan ska regionen vidta atgarder for att begransa
skadan, savida dessa atgarder inte orsakar oskalig kostnad, eller annars ar oskaligt be-
tungande.

Skadestandsansprak riktade mot regionen som beror pa att leverantéren inte uppfylit
villkor i avtalet, ska ersattas av leverantoren.

Regionens patientforsakring galler fér verksamhet inom ramen for detta avtal. Leveran-
toren ar skyldig att tillhandahalla intyg, utredningar, analyser m.m. utan kostnad till
landstingens 6msesidiga forsakringsbolag (LOF).
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Uppfdljning

Uppfdljning

Lépande under avtalstiden ska parterna métas for att félja upp avtal och diskutera for-
battringsmajligheter. Regionen kallar i god tid till uppféljningsméte en (1) gang per ar,

darutdver som parterna éverenskommer. Ersattning fér deltagande i uppféljningsmaoten
utgar inte.

Patient- och verksamhetsberattelse

Leverantoren ska senast den 1 mars arligen Iamna en skriftlig patientsékerhets- och
verksamhetsberattelse for det gangna kalenderaret till regionens kontaktperson for kva-
litetsfragor.

Patientsakerhetsberattelsen ska uppfylla kraven i 3 kap. 9 - 10§§ patientsakerhetslagen
samt 7 kap. Socialstyrelsens foreskrifter och allmanna rad (SOSFS 2011:9) om led-
ningssystem for systematiskt kvalitetsarbete.

Om informationen inte har lamnats i patientsdkerhetsberattelsen sa ska féljande inform-
ation lamnas i verksamhetsberattelsen:

e Sammanstallning med kommentarer 6ver eventuella arenden som anmalts till
tillsynsmyndigheten eller som tillsynsmyndigheten sjalv initierat.

e Sammanstallning med kommentarer dver eventuella avvikelser i verksamheten
samt atgarder som har vidtagits med anledning av avvikelserna.

Statistik

Leverantoren ska till regionens kontaktperson for kvalitetsfragor kostnadsfritt helarsvis
ldamna statistikuppgifter avseende:

Antal utredningar

Stallda diagnoser
Utredningstid per utredning
Kostnad, fakturerade uppdrag

Uppgifterna ska presenteras via fil eller webbportal i sadant format att regionen kan ta
del av och bearbeta dem utan sarskild atgard.

Revision

Regionen forbehaller sig ratten att sjalv, eller genom ombud, genomféra revision av av-
talet for att sékerstalla att uppdrag utférs enligt avtal och att leverantéren och dess un-
derleverantorer i dvrigt efterlever sina skyldigheter enligt avtalet, dock utan att verksam-
heten stors i onédan.

Pa begaran ar leverantoren skyldig att mojliggéra en effektiv revision av avtalet.
Regionen ska utan hinder kunna genomféra:

Granskning av nddvandig dokumentation

Inspektion pa plats hos leverantér och underleverantér
Granskning och godkannande av rattelser och atgarder

| 6vrigt det som kravs for att kontrollera uppfyllelsen av avtalet
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Regionen ska sta kostnaden for sadan revision i de fall leverantéren fullgjort sin skyl-
digheter enligt avtalet, i annat fall ska leverantéren sta kostnaden.

Fel och brister
| avtalet givna exempel pa fel och brister ska inte ses som uttbmmande.

Uppdrag ar att anse som felaktigt om det férekommer avvikelser fran vad regionen med
hansyn till avtalsvillkoren rimligen kunnat férvanta sig.

Regionen ska skriftligen reklamera fel eller brist till leverantér utan oskaligt dréjsmal ef-
ter att detta upptackts eller borde ha upptackts av regionen. Reklamation ska innehalla
tydlig uppgift om felets eller bristens art och omfattning. Férsenad reklamation ska dock
inte hindra regionen fran att framstalla ansprak enligt avtalet, men regionen ska inte i
sadant fall &ga ratt att kréva ersattning for den eventuella 6kning av regionens skada
som fdljer av regionens underlatenhet att géra sadan reklamation i ratt tid.

Leverantor ska skyndsamt vidta atgard for att avhjalpa reklamerat fel eller brist.

Utover vad som framgar harav, kan parterna komma éverens om att kompensation ska
utga istallet for att atgarder vidtas vid fel eller brist.

Vite

Fel eller brist i leverans och/eller i leverantors atagande eller fullgorelse enligt avtalet
som beror pa leverantor eller nagot forhallande pa leverantérs sida berattigar regionen
till vite. Fel eller brist foreligger inte om leverantéren hindras att fullgéra avtalsvillkoren
pa grund av férhallanden som beror pa regionen.

Om leverantoren inte har atgardat felet nar maximalt vite utgatt kan regionen skriftligen
ge leverantoren en slutlig skalig frist for avhjalpande. Ar felet inte avhjalpt nar fristen
gatt ut har regionen ratt att hava avtalet.

Regionen har ratt att efter eget val tillgodogora sig upplupet vite genom att géra avdrag
pa upparbetad ersattning eller genom att framstalla sarskilt krav om betalning.

Avropsstopp
For det fall leverantoren inte:

vidtar rattelse i skalig tid efter reklamation

upprattar tid- och atgardsplan gallande lagar och normer i tid
foljer den godkanda tid- och atgardsplanen

inom skalig tid avhjalper de brister som framkommit vid revision

eller i dvrigt bryter mot avtalet i vasentlig omfattning far regionen undanta leverantéren
fran avrop till dess att regionen godkant att leverantoren avhjalpt avtalsbrottet eller det
for parterna ar uppenbart att avtalsbrottet upphort.

Under den tid som avropsstoppet galler har regionen ratt att géra avrop fran annan ra-
mavtalsleverantor eller, om sddan saknas, upphandla tjansten fran annan leverantor.

Overdebitering
For det fall leverantéren debiterar hdgre priser, eller anvander andra ersattningsmo-
deller, an vad som avtalats ska mellanskillnaden mellan fakturerat pris och avtalat pris
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aterbetalas med tillagg om 25 procent pa mellanskillnaden. Betalning ska vara regionen
tillhanda senast 30 dagar fran det att krav om aterbetalning framstallts.

Andringar och tillagg

Bryter leverantdren mot vad som regleras gallande andringar i avtalet samt andrade
forhallanden — t.ex. genom att inleda férhandling om eller pa annat satt genomféra en
andring av eller ett tillagg till avtalet utan att forst géra en framstalining om detta till reg-
ionens kontaktperson for avtalsfragor vid basenhet Inkdp enligt bilaga 1 — har regionen
ratt till vite. For det fall bestalining enligt tillagg eller andring genomforts utgar vite med
50 procent av fakturerat belopp enligt upprattat tillaggsavtal eller andring, dock lagst
50 000 kronor. For det fall ingen bestallning har lagts utgar vite med 50 000 kronor. Be-
talning ska vara regionen tillhanda senast 30 dagar fran det att krav om aterbetalning
framstallts.

Marknadsféring

Leverantdren ager inte ratt att i reklam- och marknadsféringssammanhang anvanda
regionens namn eller det faktum att leverantéren utfért uppdrag at regionen utan att
ha inhamtat skriftligt medgivande fran regionen.

Leverantoren far inte till regionen salja tjanster eller produkter som inte omfattas av
detta avtal. Marknadsféring av nya eller uppdaterade tjanster eller produkter far endast
ske efter skriftligt godk&nnande fran kontaktperson for avtalsfragor enligt bilaga 1.

Bryter leverantdren mot vad som regleras i detta stycke har regionen ratt till vite om 50
procent av fakturerat belopp avseende tjanster eller produkter som inte omfattas av av-
talet, dock lagst 50 000 kronor. Betalning ska vara regionen tillhanda senast 30 dagar
fran det att krav om aterbetalning framstallts.

Andringar i avtalet samt andrade férhallanden

Detta avtal utgor en fullstdndig reglering av parternas avtalsférhallande och ersatter alla
tidigare muntliga och/eller skriftliga 6verenskommelser avseende samma tjanst.

Andringar och tillagg till avtalet som paverkar avtalsvillkoren kan endast géras genom
en skriftlig handling undertecknad av behdriga foretradare for parterna.

Andringar eller tillagg till detta avtal som inte ar tillatna enligt vid var tid gallande upp-
handlingslagstiftning ar ogiltiga, men paverkar inte avtalets giltighet i ovrigt.

For det fall leverantor vill genomfora en sadan andring eller tilldgg som namns i forsta
stycket ar denne skyldig att férst gbéra en framstallning om detta till regionens kontakt-
person fér avtalsfragor vid basenhet Inkdp enligt bilaga 1. Andringar och tillagg som
inte féregas av en sadan framstallning ar utan verkan.

Vid tillampning av avtalsvillkoren upprattar regionen skriftligt tillagg till avtalet efter éver-
enskommelse mellan kontaktpersoner for avtalsfragor.

Omforhandling

Parterna forbehaller sig ratten till omférhandling, vid politiska beslut och myndighetsbe-
slut eller organisatoriska férandringar, som paverkar forutsattningarna for avtalsvillko-
ren i inte ovasentlig omfattning. Begaran om omférhandling ska ske minst fyra (4)
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veckor innan férhandling pabdrjas. Pakallande av omférhandling befriar inte part fran
skyldighet att fullgéra sina forpliktelser enligt detta avtal intill dess att eventuellt nytt av-
tal har slutits.

Regionen ager ratt att utan ersattnings- och skadestandsansvar anlita annan leverantor
om leverantéren ar férhindrad att fullgéra uppdrag och fullgérandet ar nédvandigt for att
regionen ska uppfylla sitt ansvar enligt gallande lagstiftning.

Overlatelse av avtal

Detta avtal far inte, helt eller delvis, dverlatas pa annan fysisk eller juridisk person utan
parternas skriftliga godkdnnande.

Sker sadan overlatelse fran leverantéren utan regionens godkannande har regionen
ratt till ersattning for den skada som regionen asamkas pa grund av sadan Overlatelse.
Om skadan ar vasentligt har regionen vidare ratt att omedelbart hava detta avtal.

Uppsagning av avtal

Regionen har ratt att sdga upp avtalet till fértida upphdrande utan att utge ersattning,
med en manads uppsagningstid i féljande fall:

e Leverantoren i vasentligt hdnseende asidosatter sina skyldigheter enligt detta
avtal och inte vidtar rattelse inom trettio (30) dagar efter regionen avsant ett
skriftligt meddelande om detta.

e Leverantoren vid upprepade tillfallen asidosatter sitt atagande enligt detta avtal,
aven om avtalsbrotten var for sig inte ar av vasentlig betydelse och oavsett om
avtalsbrotten avser samma eller olika ataganden.

e Leverantoren inte fullgdr de betalningsskyldigheter avseende skatter, sociala
avgifter och évriga betalningsaligganden som enligt lag eller annan reglering
avilar leverantor.

e Leverantdren forsatts i konkurs, trader i likvidation, staller in betalningarna eller
pa annat satt kan antas vara pa obestand sa att denne inte kan férvantas fullgéra
sina ataganden.

e Det framkommer att leverantéren lamnat oriktiga uppgifter i anbudet och dessa
uppgifter har varit av icke ovasentlig betydelse vid beddmning av tilldelning av
avtalet.

¢ Hinder med anledning av force majeure varat i minst sex manader.
e Grund enligt 17 kap 17 § Lag om offentlig upphandling.

Regionen ager ratt att hava avtalet med omedelbar verkan i féljande fall:

e Det under avtalsperioden framkommer férhallande som, om det férelegat nar
avtalet upphandlades, givit regionen ratt att utesluta leverantéren fran
upphandlingen.

e Leverantoren saknar tillstand att bedriva aktuell verksamhet eller tillhandahalla
avtalad tjanst.

e Leverantoren inte innehar giltig och tdckande ansvarsfoérsakring.
e Leverantdren inte fullgér sina skyldigheter gallande arbetsgivaransvar.
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e Foretradare for eller anstalld hos leverantoren doms for brott relaterat till aktuell
verksamhet.

e Det féorekommer allvarliga missférhallanden i leverantérens verksamhet.
e Tillsynsmyndighet ingriper mot leverantérens verksamhet.

Leverantdren har ratt att saga upp avtalet om:

e Regionen i vasentligt hdnseende asidosatter sina skyldigheter enligt detta avtal
och inte vidtar full rattelse inom trettio (30) dagar efter leverantdr avsant ett
skriftligt meddelande om detta.

Skadestand

Vid fortida uppsagning eller havning ager den uppsagande eller havande parten ratt till
skadestand. Krav pa skadestand ska, for att kunna goras géllande, meddelas inom ett
(1) ar fran det att avtalet upphort att galla.

Om regionen sager upp eller haver avtalet har denne réatt till skadestand motsvarande
samtliga kostnader for att avveckla avtalet, byte av leverantér samt dvriga direkta kostna-
der.

Skadestand ska utga aven i de fall vite utgar, dock ska skadestandet i dessa fall endast
utga om skadans verkliga storlek dverstiger utbetalt vite.

Om leverantor sager upp eller haver avtalet, har leverantoren ratt till skadestand hogst
uppgaende till det negativa avtalsintresset.

Avtalsavslut
Leverantor ska se till att avtalet avslutas pa ett fackmannamassigt satt.

Avtalet ska avslutas pa ett satt som underlattar 6verlamnandet av pagaende eller
avslutade uppdrag till regionen eller tredje part utan onddig kostnad eller stérning
for regionen eller tredje part.

Leverantdren ska omgaende nar sa efterfragas dverlamna all relevant dokumentation
till regionen eller tredje part som regionen anvisar till.

Befrielsegrunder (force majeure)

Part har ratt att underlata att fullgora forpliktelse enligt detta avtal, forutsatt att fullgo-
relse hindras pa grund av omstandighet utanfor dennes kontroll, befrielsegrund, som
inte rimligen kunde ha forutsetts nar avtalet traffades och vars féljder rimligtvis inte
kunde ha undvikits eller dvervunnits.

Som befrielsegrund raknas krig, omfattande arbetskonflikt, blockad, eldsvada, miljoka-
tastrof och handelser av liknande svarighetsgrad. Arbetskonflikt som har sin grund i
parts brott mot kollektivavtal far inte aberopas som befrielsegrund.

Den part som aberopar befrielsegrund, paverkad part, ska skriftligen meddela den
andra parten om sadan befrielsegrund sa snart den paverkande parten fatt kdinnedom
om befrielsegrunden. Samtidigt ska anges en uppskattning om hur lange befrielsegrun-
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den kan forutses besta. Paverkad part ska dven meddela den andra parten sa snart be-
frielsegrunden upphort. Sa snart befrielsegrunden har upphért ska underlaten forplik-
telse fullgéras pa avtalat satt.

Paverkad part ska med alla tillgangliga medel begrénsa eventuella konsekvenser som
kan uppkomma pa grund av befrielsegrunden.

Tvist

Tvist angaende tolkning eller tillampning av detta avtal och darmed sammanhangande
fragor ska avgoras av svensk allman domstol pa regionens hemort med tillampning av
svensk lag.

-000-
Underskrifter

Avtalet har undertecknats och utvaxlats elektroniskt mellan parterna.

Coperio AB Region Vasterbotten
Jenny Lindh, VD Brita Winsa, Halso- och sjukvardsdirektor
Namn Namn
DIGITALT SIGNERAD DIGITALT SIBSERAD SIGNERAD DIGIDIGES
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Bilaga 1

KONTAKTVAGAR

Bestallning

Behorig att bestalla utredning av barn och ungdomar ar BUP i Umea.
Behdrig att bestalla utredning av vuxna ar psykiatriska klinikerna i Umea, Skellefted och Sodra Lappland.

Verksamhetsfragor

Barn- och ungdomspsykiatri Vasterbotten ansvarar for tillampning av avtalet.

Kontaktperson enligt nedan.

Regionen Leverantor
Kvalitetsansvarig Kundkontakt
Kontaktperson: Kerstin Eliasson Kontaktperson: Jenny Lindh
Befattning: Verksamhetschef Befattning: VD

Telefon: 070-665 03 43 Telefon: 072-209 99 88
E-post: E-post: jenny.lindh@copeiro.se
kerstin.m.eliasson@regionvasterbotten.se

Kvalitetsfragor

Halso- och sjukvardsforvaltningens stab ansvarar for kvalitetsfragor samt uppféljning.

Regionen Leverantor
Kvalitetsansvarig Kundkontakt
Kontaktperson: Ewa Hemmingsson Kontaktperson: Jenny Lindh
Befattning: Verksamhetsutvecklare Befattning: VD

Telefon: 072-450 64 50 Telefon: 072-209 99 88
E-post: E-post: jenny.lindh@copeiro.se
ewa.hemmingsson@regionvasterbotten.se

Avtalsfragor

Inkdpsanalys och upphandling ansvarar for fragor som ror tolkning av tilldampning av avtals-
villkoren samt tillagg till avtalet, t ex prisjustering.

Kontaktperson enligt nedan.

Regionen Leverantor

Upphandlare Avtalskontakt
Kontaktperson: Helén Damlin Kontaktperson: Jenny Lindh
Befattning: Upphandlare Befattning: VD

Telefon: 090-785 85 92 Telefon: 072-209 99 88
E-post: helen.damlin@regionvasterbotten.se E-post: jenny.lindh@copeiro.se
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Bilaga 2
PRIS
Leverantér rangordnad som nummer fem (5).
Uppdrag Pris
(SEK/utredning)
NPF-utredning av barn- och ungdomar 37 000
NPF-utredning av vuxna 35900
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Parter
Regionen Leverantor
Region Vasterbotten Coperio AB
901 89 Umed Ostra Kanalgatan 2
652 20 Karlstad
Org nr: 232100-0222 Org nr: 559131-4256
Telefon: 090-785 00 00 Telefon: 072-209 99 88

Kontaktvagar enligt bilaga 1.

Avtalshandlingar

Avtalshandlingarna kompletterar varandra.
Om handlingarna skulle visa sig vara motsagelsefulla i nagot avseende galler de,
om inte omstandigheterna uppenbarligen féranleder annat, i féljande ordning:

Skriftliga andringar och tillagg till detta avtal
Detta avtal med bilagor
Upphandlingsdokument med bilagor
Fortydliganden och kompletteringar till anbud
Anbud med bilagor

oM~

Avtalets omfattning

Leverantoren atar sig att leverera i enlighet och omfattning med de villkor som anges
i detta avtal och de underlag som legat till grund fér upphandlingen samt enligt de vill-
kor som framgar av antaget anbud.

Volymer

Regionen garanterar inte en viss volym eller ett visst varde under avtalstiden. Eventu-
ellt angivna volymer ar uppskattade behov. Skulle omfattningen enligt detta avtal un-
derstiga alternativt 6verstiga uppskattade volymer, ska detta inte betraktas som avtals-
brott fran regionens sida utan leverantoren ar skyldig att leverera i enlighet med det
verkliga behovet.

Nar angiven takvolym uppnatts ager regionen ratt att med omedelbar verkan saga upp
avtalet.
Avtalstid

Avtalet galler tva (2) ar fran avtalstecknande med mdjlighet till forlangning for regionen
med upp till 24 manader.

Vid avtalsperiodens utgang upphor avtalet att galla utan uppsagning.
Avisering om férlangning bor ske sex (6) manader fére avtalsperiodens utgang.

Utforande och kvalitet
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Leverantdren ska leverera enligt detta avtal med stérsta omsorg och pa ett fackmanna-
massigt satt. Leverantéren ska iaktta god sedvéanja inom branschen och tillvarata reg-
ionens intressen. Leverantdren ska via eget kvalitetssakringssystem sakerstalla att det
egna arbetet alltid utférs med ratt kvalitet och med precision.

Om uppdraget inte ar tillrackligt preciserat aligger det leverantéren att i samrad med
regionen gora ytterligare preciseringar. Leverantdren ska utan drojsmal skriftligen till reg-
ionen anmala behov av ytterligare preciseringar for att kunna utféra uppdraget. Leveranto-
ren far inte av annan an regionen motta eller inhamta direktiv fér uppdrag i vidare ut-
strackning an vad som framgar av detta avtal.

Om leverantoren i sin yrkesutdvning bryter mot ovan angivna principer och praxis, pa
ett sadant satt att regionens fortroende for leverantéren rubbas, utgor det ett vasentligt
fel och grund for fértida uppsagning av avtalet.

6 Samverkan
Parterna ska fortlopande samverka i samtliga fragor som ror avtalet.

Parterna ska tillse att erforderliga underlag gérs tillgangliga fér motparten inom ramen
for samverkan samt att tillrackligt radrum lamnas avseende stallningstaganden som
ska fattas i enlighet med avtalet. Parterna ska I6pande underratta varandra om handel-
ser av betydelse for avtalets fullgérande eller relationen parterna emellan samt konse-
kvenser av sadan handelse.

Leverantoren ska utan dréjsmal skriftligen informera och i lamplig omfattning samrada
med regionen om nagon av nedanstaende handelser framstar som sannolikt att intraffa:

Agarbyte eller andrad bolagsform

Konkurs, betalningsinstallelse

Myndighetsbeslut som kan komma att paverka avtalet
Omstandigheter som kan forsvara samarbetet mellan parterna

Pa begéran av regionen ska leverantéren lamna ytterligare information (exempelvis
uppvisande av aktiebok) om nya agarférhallanden eller andra relevanta omstandigheter
och om leverantérens framtida méjligheter att uppfylla avtalet. Regionen har darvid ratt
att sdga upp avtalet med en (1) manads uppsagningstid om det finns anledning att anta
att leverantoren inte langre kommer att ha méjlighet att uppfylla avtalet. Regionen ska
skriftigen meddela leverantdren om sitt beslut avseende avtalets fortsatta giltighet.

7 Personal

Leverantdren ska anvanda personal i den omfattning som kravs for att utféra uppdrag
till den kvalitet som avtalet kraver. Leverantdren ska sakerstalla att personalen innehar
adekvat kompetens och erfarenhet.

Leverantoren ar sjalvstandig uppdragstagare gentemot regionen. Leverantéren ansva-
rar for samt anstaller eller anlitar den personal som utfor arbete at leverantéren.

Leverantoren far endast ersatta utsedd personal efter regionens godkannande.
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Leverantoren ar skyldig att utan oskaligt drojsmal ersatta personal som anvands for
avtalets fullgérande, om regionen begar det och har sakliga skal for sin begaran sa-
som att personalen saknar erforderlig kompetens eller att samarbetssvarigheter fore-
kommer. Erséttare ska skriftligen godké&nnas av behorig foretradare for regionen.

Underleverantor

Leverantdren har helhetsansvar for avtalet och ansvarar for underleverantérens arbete
som for eget. Leverantoren ska i alla fragor vara regionens motpart. All kommunikation,
fakturering m.m. ska ske mellan leverantéren och regionen.

Leverantdr som avser att anlita underleverantor for att genomféra vad som avtalats ska
inhamta regionens skriftliga godkannande.

Regionen ska inom rimlig tid handlagga leverantérs forfragan om ny underleverantor.
Underlater leverantor att inhamta godkannande anses det utgdra ett vasentligt fel samt
grund fér uppsagning av avtalet. Regionen har ratt till ersattning for den skada som reg-
ionen asamkas pa grund av sadan atgard. Om skadan ar vasentligt har regionen vidare
ratt att omedelbart hdva detta avtal.

Leverantdr ska med underleverantdr traffa motsvarande villkor som éverenskommits
mellan regionen och leverantor i detta avtal. Leverantor ska pa begaran uppvisa samar-
betsavtal eller motsvarande skriftliga uppgoérelse med underleverantor.

Avropsordning

Regionen lagger skriftliga avrop for varje enskilt uppdrag till leverantor.

Tidsfrist for svar ar inom tre (3) dagar fran avrop.
Regionen har dock ratt att vid behov ange annan tidsfrist for svar i avropet.

Leverantor rangordnad som nummer fem (5).
Vid avrop av uppdrag anlitas leverantor enligt rangordning.

Leverantdr som rangordnats som nummer ett (1) i ramavtalet anlitas sa lange den kan
leverera enligt avtalsvillkoren. Underlatenhet att inkomma med svar inom angiven tids-
frist kommer att ses som ett avbojande. Darefter anlitas dvriga leverantérer enligt fast-
stalld rangordning.

Avsteg fran gallande rangordning kan ske vid patients behov av geografisk narhet.

Regionen forbehaller sig ratten att, nar rangordnade leverantorer efter forfragan inte
kan leverera, utan ersattnings- eller skadestandsansprak fran leverantor anlita annan
leverantor.

Pris och ersattning

Pris

Pris enligt bilaga 2.
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Pris ar fast angivet i svenska kronor (SEK) exklusive mervardesskatt.
Pris inkluderar samtliga kostnader och avgifter férenade med uppdraget
om inte annat anges.

Ersattning

Ersattning utgar, med avtalat pris dag fér avrop, for utredning som genomférts och rap-
porterats inom angiven tid och till efterfragad kvalitet. Vid avbruten utredning utgar er-
sattning for eventuell genomférd del.

Darutdver behaller leverantor vuxnas patientavgift och kompenseras med motsvarande
belopp om vuxen patient inte erlagt avgift utifran regionens regler for patientavgift och
hogkostnadsskydd.

Prisjustering

Priser ar fasta tolv (12) manader fran avtalstecknande. Parterna ager darefter ratt att
arligen vid ett (1) tillfalle enligt nedan begéara prisjustering. Prissankning far ske pa be-
garan av endera part nar som helst under avtalstiden.

Skriftlig begaran, med nytt pris, [amnas till kontaktperson for avtalsfragor.
Handlingarna som styrker kostnadsférandring ska tillhandahallas pa begaran.

Retroaktiv prisjustering medges inte.

Prisjustering av personalkostnad

Prisjustering far baseras pa 80 % av pris enligt avtal, resterande del ar fast.

Pris justeras motsvarande hégst férandringen i SCB:s Labour Cost Index for tjansteman
(preliminart), privat sektor LCI (tjm) efter naringsgren SNI 2007 kod Q.

Bastidpunkt for index ar: matperiod K1 ar 2022.
Jamforelsetidpunkt for index ar: matperiod K1 arligen.
Justering beraknas pa 80 % av pris vid avtalstecknande.

Nytt pris galler tidigast fran manadsskiftet efter parternas éverenskommelse.

Fakturerings och betalningsvillkor

Faktureringsvillkor

Leverantor ska fakturera manadsvis i efterskott. Faktura ska vara sa specificerad att
det klart framgar uppdrag, bestallarens kontaktperson, datum och regionens diarienum-
mer. Leverantdren innehar F-skattsedel eller motsvarande.

Faktura skickas elektroniskt via Pagero med referenskod:
Barn- och ungdomspsykiatrin: 1040

Psykiatriska kliniken i Umea: 41

Psykiatriska kliniken i Skelleftea: 2009

Psykiatriska kliniken i Sédra Lappland: 3006

Faktura stalls ut till: Region Vasterbotten, FE 5102, 838 77 Fros6n
Moms nr: SE232100022201 och GLN nr: 7362321000224
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Regionen betalar inte expeditions-, faktura-, eller andra avgifter fran leverantoren eller
tredje part.

Betalningsvillkor

Om anledning till anmarkning mot faktura eller uppdraget inte féreligger, sker betalning
inom 30 dagar raknat fran fakturans ankomstdatum. Vid férsenad betalning utgar er-
sattning enligt svensk rantelags bestammelser.

| det fall regionen helt eller till delar inte anser sig betalningsskyldig har regionen ratt att
innehalla omtvistat belopp. For det fall parterna ar oense om endast del av faktura ska
oomtvistat belopp erlaggas senast pa forfallodagen.

Leverantorens betalningsuppgifter

Uppgifter om eller byte av leverantérens bankkonto/bankgiro och betalningsform ska pa
begéaran verifieras av leverantérens kontaktperson for avtalsfragor i bilaga 1.

Lagar och normer

Allmant

Leverantdren har det fulla ansvaret for att folja vid varje tidpunkt gallande lagar, férord-
ningar, foreskrifter och allmanna rad som berér avtalet. Leverantoren far inte vidta at-
gard som kan asidosatta lag eller som pa annat satt strider mot vad som galler for
denna typ av avtal.

Leverantoren ar skyldig att kontinuerligt halla sig underrattad om férekomsten och gil-
tigheten av dessa.

Leverantdren ar under avtalstiden skyldig att pa begaran av regionen skriftligen redo-
visa de atgarder som vidtagits med anledning av forpliktelserna i denna punkt. Begéard
redovisning ska ske inom tva (2) veckor om inte annat éverenskommits.

Om leverantoren far skal att anta att den begar eller kommer att bega brott mot be-
stdmmelserna i denna punkt, ska den omedelbart meddela regionen detta.

Arbetsgivaransvar

Leverantoren svarar for I6ner, sociala avgifter och andra avtalsenliga och lagstadgade
kostnader for sig och sin personal. Leverantéren ar ensam arbetsgivare for sin personal
och ar ensam barare av arbetsgivaransvar i forhallande till denna personal.

Om leverantdren inte har tecknat kollektivavtal, ska denne kunna uppvisa ett systemati-
serat angreppssatt for hur relationen mellan arbetsgivare och arbetstagare regleras pa
ett satt som motsvarar god sed pa svensk arbetsmarknad.

Antidiskriminering

Leverantéren ska félja gallande svensk antidiskrimineringslagstiftning.

Sekretess och tystnadsplikt
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For regionens verksamhet galler offentlighetsprincipen som huvudprincip. Detta innebar
att regionen ska lamna ut uppgifter som rér avtalet eller parternas relation om inte an-
nat regleras i lag. For part och dennes personal géller samma sekretess som for perso-
nal anstalld inom offentlig verksamhet i Sverige.

Parterna forbinder sig att, savitt inte annat regleras i lag, inte roja eller utnyttja motpar-
tens uppgifter, vad det an ma vara (person-, ekonomiska, kommersiella uppgifter etc.)
som kan komma part tillkdnna. Denna férbindelse omfattar alla personer som nagon av
parterna pa nagot satt involverar for att fullgéra sina ataganden. Om nagon av parterna
onskar ska sarskild sekretessforbindelse undertecknas av berérd personal innan arbe-
tet paborjas.

Brott mot sekretess och tystnadsplikt ar en vasentlig brist som utgér grund fér uppsag-
ning av avtalet. Sekretess och tystnadsplikt galler aven efter det att avtalet har upphért.

Yttrande- och meddelarfrihet

For leverantoren och dennes personal galler, i fraga om verksamhet som omfattas av
detta avtal, samma yttrande- och meddelarfrihet som for personal anstélld inom offent-
lig verksamhet i Sverige.

Personuppgifter

Ansvaret for personuppgifter féljer av gallande dataskyddslagstiftning. Leverantéren
ska félja regionens vid varje tidpunkt gallande instruktioner angaende behandling av
personuppgifter. Fér det fall leverantéren ar personuppgiftsbitrade till regionen ska sar-
skilt avtal upprattas enligt Sveriges Kommuners och Regioners mall fér personuppgifts-
avtal.

Forsakringar och ansvar

Leverantoren ar skyldig att under hela avtalsperioden till betryggande belopp halla
erforderlig ansvarsférsakring som tacker direkta skador vilka orsakats av leverantéren.
Pa begaran av regionen ska leverantdéren omedelbart uppvisa skriftligt bevis pa att
denne har erforderlig férsakring. Saknas erforderlig forsakring har regionen ratt att
teckna forsakring som tacker leverantérens ansvar pa leverantdrens bekostnad.

Leverantoren ansvarar for skada som denne vallar regionen eller tredje man. Leveran-
torens ansvar for skada i denna del ar begransat till SEK 10 000 000 per skada och
SEK 20 000 000 per ar. Ovanstaende ansvarsbegransning galler ej skada som orsakas
genom grov vardsldshet eller uppsat.

Foreligger ersattningsgill skada enligt ovan ska regionen vidta atgarder for att begransa
skadan, savida dessa atgarder inte orsakar oskalig kostnad, eller annars ar oskaligt be-
tungande.

Skadestandsansprak riktade mot regionen som beror pa att leverantéren inte uppfylit
villkor i avtalet, ska ersattas av leverantoren.

Regionens patientforsakring galler fér verksamhet inom ramen for detta avtal. Leveran-
toren ar skyldig att tillhandahalla intyg, utredningar, analyser m.m. utan kostnad till
landstingens 6msesidiga forsakringsbolag (LOF).
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Uppfdljning

Uppfdljning

Lépande under avtalstiden ska parterna métas for att félja upp avtal och diskutera for-
battringsmajligheter. Regionen kallar i god tid till uppféljningsméte en (1) gang per ar,

darutdver som parterna éverenskommer. Ersattning fér deltagande i uppféljningsmaoten
utgar inte.

Patient- och verksamhetsberattelse

Leverantoren ska senast den 1 mars arligen Iamna en skriftlig patientsékerhets- och
verksamhetsberattelse for det gangna kalenderaret till regionens kontaktperson for kva-
litetsfragor.

Patientsakerhetsberattelsen ska uppfylla kraven i 3 kap. 9 - 10§§ patientsakerhetslagen
samt 7 kap. Socialstyrelsens foreskrifter och allmanna rad (SOSFS 2011:9) om led-
ningssystem for systematiskt kvalitetsarbete.

Om informationen inte har lamnats i patientsdkerhetsberattelsen sa ska féljande inform-
ation lamnas i verksamhetsberattelsen:

e Sammanstallning med kommentarer 6ver eventuella arenden som anmalts till
tillsynsmyndigheten eller som tillsynsmyndigheten sjalv initierat.

e Sammanstallning med kommentarer dver eventuella avvikelser i verksamheten
samt atgarder som har vidtagits med anledning av avvikelserna.

Statistik

Leverantoren ska till regionens kontaktperson for kvalitetsfragor kostnadsfritt helarsvis
ldamna statistikuppgifter avseende:

Antal utredningar

Stallda diagnoser
Utredningstid per utredning
Kostnad, fakturerade uppdrag

Uppgifterna ska presenteras via fil eller webbportal i sadant format att regionen kan ta
del av och bearbeta dem utan sarskild atgard.

Revision

Regionen forbehaller sig ratten att sjalv, eller genom ombud, genomféra revision av av-
talet for att sékerstalla att uppdrag utférs enligt avtal och att leverantéren och dess un-
derleverantorer i dvrigt efterlever sina skyldigheter enligt avtalet, dock utan att verksam-
heten stors i onédan.

Pa begaran ar leverantoren skyldig att mojliggéra en effektiv revision av avtalet.
Regionen ska utan hinder kunna genomféra:

Granskning av nddvandig dokumentation

Inspektion pa plats hos leverantér och underleverantér
Granskning och godkannande av rattelser och atgarder

| 6vrigt det som kravs for att kontrollera uppfyllelsen av avtalet
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Regionen ska sta kostnaden for sadan revision i de fall leverantéren fullgjort sin skyl-
digheter enligt avtalet, i annat fall ska leverantéren sta kostnaden.

Fel och brister
| avtalet givna exempel pa fel och brister ska inte ses som uttbmmande.

Uppdrag ar att anse som felaktigt om det férekommer avvikelser fran vad regionen med
hansyn till avtalsvillkoren rimligen kunnat férvanta sig.

Regionen ska skriftligen reklamera fel eller brist till leverantér utan oskaligt dréjsmal ef-
ter att detta upptackts eller borde ha upptackts av regionen. Reklamation ska innehalla
tydlig uppgift om felets eller bristens art och omfattning. Férsenad reklamation ska dock
inte hindra regionen fran att framstalla ansprak enligt avtalet, men regionen ska inte i
sadant fall &ga ratt att kréva ersattning for den eventuella 6kning av regionens skada
som fdljer av regionens underlatenhet att géra sadan reklamation i ratt tid.

Leverantor ska skyndsamt vidta atgard for att avhjalpa reklamerat fel eller brist.

Utover vad som framgar harav, kan parterna komma éverens om att kompensation ska
utga istallet for att atgarder vidtas vid fel eller brist.

Vite

Fel eller brist i leverans och/eller i leverantors atagande eller fullgorelse enligt avtalet
som beror pa leverantor eller nagot forhallande pa leverantérs sida berattigar regionen
till vite. Fel eller brist foreligger inte om leverantéren hindras att fullgéra avtalsvillkoren
pa grund av férhallanden som beror pa regionen.

Om leverantoren inte har atgardat felet nar maximalt vite utgatt kan regionen skriftligen
ge leverantoren en slutlig skalig frist for avhjalpande. Ar felet inte avhjalpt nar fristen
gatt ut har regionen ratt att hava avtalet.

Regionen har ratt att efter eget val tillgodogora sig upplupet vite genom att géra avdrag
pa upparbetad ersattning eller genom att framstalla sarskilt krav om betalning.

Avropsstopp
For det fall leverantoren inte:

vidtar rattelse i skalig tid efter reklamation

upprattar tid- och atgardsplan gallande lagar och normer i tid
foljer den godkanda tid- och atgardsplanen

inom skalig tid avhjalper de brister som framkommit vid revision

eller i dvrigt bryter mot avtalet i vasentlig omfattning far regionen undanta leverantéren
fran avrop till dess att regionen godkant att leverantoren avhjalpt avtalsbrottet eller det
for parterna ar uppenbart att avtalsbrottet upphort.

Under den tid som avropsstoppet galler har regionen ratt att géra avrop fran annan ra-
mavtalsleverantor eller, om sddan saknas, upphandla tjansten fran annan leverantor.

Overdebitering
For det fall leverantéren debiterar hdgre priser, eller anvander andra ersattningsmo-
deller, an vad som avtalats ska mellanskillnaden mellan fakturerat pris och avtalat pris
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aterbetalas med tillagg om 25 procent pa mellanskillnaden. Betalning ska vara regionen
tillhanda senast 30 dagar fran det att krav om aterbetalning framstallts.

Andringar och tillagg

Bryter leverantdren mot vad som regleras gallande andringar i avtalet samt andrade
forhallanden — t.ex. genom att inleda férhandling om eller pa annat satt genomféra en
andring av eller ett tillagg till avtalet utan att forst géra en framstalining om detta till reg-
ionens kontaktperson for avtalsfragor vid basenhet Inkdp enligt bilaga 1 — har regionen
ratt till vite. For det fall bestalining enligt tillagg eller andring genomforts utgar vite med
50 procent av fakturerat belopp enligt upprattat tillaggsavtal eller andring, dock lagst
50 000 kronor. For det fall ingen bestallning har lagts utgar vite med 50 000 kronor. Be-
talning ska vara regionen tillhanda senast 30 dagar fran det att krav om aterbetalning
framstallts.

Marknadsféring

Leverantdren ager inte ratt att i reklam- och marknadsféringssammanhang anvanda
regionens namn eller det faktum att leverantéren utfért uppdrag at regionen utan att
ha inhamtat skriftligt medgivande fran regionen.

Leverantoren far inte till regionen salja tjanster eller produkter som inte omfattas av
detta avtal. Marknadsféring av nya eller uppdaterade tjanster eller produkter far endast
ske efter skriftligt godk&nnande fran kontaktperson for avtalsfragor enligt bilaga 1.

Bryter leverantdren mot vad som regleras i detta stycke har regionen ratt till vite om 50
procent av fakturerat belopp avseende tjanster eller produkter som inte omfattas av av-
talet, dock lagst 50 000 kronor. Betalning ska vara regionen tillhanda senast 30 dagar
fran det att krav om aterbetalning framstallts.

Andringar i avtalet samt andrade férhallanden

Detta avtal utgor en fullstdndig reglering av parternas avtalsférhallande och ersatter alla
tidigare muntliga och/eller skriftliga 6verenskommelser avseende samma tjanst.

Andringar och tillagg till avtalet som paverkar avtalsvillkoren kan endast géras genom
en skriftlig handling undertecknad av behdriga foretradare for parterna.

Andringar eller tillagg till detta avtal som inte ar tillatna enligt vid var tid gallande upp-
handlingslagstiftning ar ogiltiga, men paverkar inte avtalets giltighet i ovrigt.

For det fall leverantor vill genomfora en sadan andring eller tilldgg som namns i forsta
stycket ar denne skyldig att férst gbéra en framstallning om detta till regionens kontakt-
person fér avtalsfragor vid basenhet Inkdp enligt bilaga 1. Andringar och tillagg som
inte féregas av en sadan framstallning ar utan verkan.

Vid tillampning av avtalsvillkoren upprattar regionen skriftligt tillagg till avtalet efter éver-
enskommelse mellan kontaktpersoner for avtalsfragor.

Omforhandling

Parterna forbehaller sig ratten till omférhandling, vid politiska beslut och myndighetsbe-
slut eller organisatoriska férandringar, som paverkar forutsattningarna for avtalsvillko-
ren i inte ovasentlig omfattning. Begaran om omférhandling ska ske minst fyra (4)
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veckor innan férhandling pabdrjas. Pakallande av omférhandling befriar inte part fran
skyldighet att fullgéra sina forpliktelser enligt detta avtal intill dess att eventuellt nytt av-
tal har slutits.

Regionen ager ratt att utan ersattnings- och skadestandsansvar anlita annan leverantor
om leverantéren ar férhindrad att fullgéra uppdrag och fullgérandet ar nédvandigt for att
regionen ska uppfylla sitt ansvar enligt gallande lagstiftning.

Overlatelse av avtal

Detta avtal far inte, helt eller delvis, dverlatas pa annan fysisk eller juridisk person utan
parternas skriftliga godkdnnande.

Sker sadan overlatelse fran leverantéren utan regionens godkannande har regionen
ratt till ersattning for den skada som regionen asamkas pa grund av sadan Overlatelse.
Om skadan ar vasentligt har regionen vidare ratt att omedelbart hava detta avtal.

Uppsagning av avtal

Regionen har ratt att sdga upp avtalet till fértida upphdrande utan att utge ersattning,
med en manads uppsagningstid i féljande fall:

e Leverantoren i vasentligt hdnseende asidosatter sina skyldigheter enligt detta
avtal och inte vidtar rattelse inom trettio (30) dagar efter regionen avsant ett
skriftligt meddelande om detta.

e Leverantoren vid upprepade tillfallen asidosatter sitt atagande enligt detta avtal,
aven om avtalsbrotten var for sig inte ar av vasentlig betydelse och oavsett om
avtalsbrotten avser samma eller olika ataganden.

e Leverantoren inte fullgdr de betalningsskyldigheter avseende skatter, sociala
avgifter och évriga betalningsaligganden som enligt lag eller annan reglering
avilar leverantor.

e Leverantdren forsatts i konkurs, trader i likvidation, staller in betalningarna eller
pa annat satt kan antas vara pa obestand sa att denne inte kan férvantas fullgéra
sina ataganden.

e Det framkommer att leverantéren lamnat oriktiga uppgifter i anbudet och dessa
uppgifter har varit av icke ovasentlig betydelse vid beddmning av tilldelning av
avtalet.

¢ Hinder med anledning av force majeure varat i minst sex manader.
e Grund enligt 17 kap 17 § Lag om offentlig upphandling.

Regionen ager ratt att hava avtalet med omedelbar verkan i féljande fall:

e Det under avtalsperioden framkommer férhallande som, om det férelegat nar
avtalet upphandlades, givit regionen ratt att utesluta leverantéren fran
upphandlingen.

e Leverantoren saknar tillstand att bedriva aktuell verksamhet eller tillhandahalla
avtalad tjanst.

e Leverantoren inte innehar giltig och tdckande ansvarsfoérsakring.
e Leverantdren inte fullgér sina skyldigheter gallande arbetsgivaransvar.
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e Foretradare for eller anstalld hos leverantoren doms for brott relaterat till aktuell
verksamhet.

e Det féorekommer allvarliga missférhallanden i leverantérens verksamhet.
e Tillsynsmyndighet ingriper mot leverantérens verksamhet.

Leverantdren har ratt att saga upp avtalet om:

e Regionen i vasentligt hdnseende asidosatter sina skyldigheter enligt detta avtal
och inte vidtar full rattelse inom trettio (30) dagar efter leverantdr avsant ett
skriftligt meddelande om detta.

Skadestand

Vid fortida uppsagning eller havning ager den uppsagande eller havande parten ratt till
skadestand. Krav pa skadestand ska, for att kunna goras géllande, meddelas inom ett
(1) ar fran det att avtalet upphort att galla.

Om regionen sager upp eller haver avtalet har denne réatt till skadestand motsvarande
samtliga kostnader for att avveckla avtalet, byte av leverantér samt dvriga direkta kostna-
der.

Skadestand ska utga aven i de fall vite utgar, dock ska skadestandet i dessa fall endast
utga om skadans verkliga storlek dverstiger utbetalt vite.

Om leverantor sager upp eller haver avtalet, har leverantoren ratt till skadestand hogst
uppgaende till det negativa avtalsintresset.

Avtalsavslut
Leverantor ska se till att avtalet avslutas pa ett fackmannamassigt satt.

Avtalet ska avslutas pa ett satt som underlattar 6verlamnandet av pagaende eller
avslutade uppdrag till regionen eller tredje part utan onddig kostnad eller stérning
for regionen eller tredje part.

Leverantdren ska omgaende nar sa efterfragas dverlamna all relevant dokumentation
till regionen eller tredje part som regionen anvisar till.

Befrielsegrunder (force majeure)

Part har ratt att underlata att fullgora forpliktelse enligt detta avtal, forutsatt att fullgo-
relse hindras pa grund av omstandighet utanfor dennes kontroll, befrielsegrund, som
inte rimligen kunde ha forutsetts nar avtalet traffades och vars féljder rimligtvis inte
kunde ha undvikits eller dvervunnits.

Som befrielsegrund raknas krig, omfattande arbetskonflikt, blockad, eldsvada, miljoka-
tastrof och handelser av liknande svarighetsgrad. Arbetskonflikt som har sin grund i
parts brott mot kollektivavtal far inte aberopas som befrielsegrund.

Den part som aberopar befrielsegrund, paverkad part, ska skriftligen meddela den
andra parten om sadan befrielsegrund sa snart den paverkande parten fatt kdinnedom
om befrielsegrunden. Samtidigt ska anges en uppskattning om hur lange befrielsegrun-

2022-08-02 07:58 11(12)





m region AVTAL
vasterbotten NPF-utredning HSN 256-2022

23

24

den kan forutses besta. Paverkad part ska dven meddela den andra parten sa snart be-
frielsegrunden upphort. Sa snart befrielsegrunden har upphért ska underlaten forplik-
telse fullgéras pa avtalat satt.

Paverkad part ska med alla tillgangliga medel begrénsa eventuella konsekvenser som
kan uppkomma pa grund av befrielsegrunden.

Tvist

Tvist angaende tolkning eller tillampning av detta avtal och darmed sammanhangande
fragor ska avgoras av svensk allman domstol pa regionens hemort med tillampning av
svensk lag.

-000-
Underskrifter

Avtalet har undertecknats och utvaxlats elektroniskt mellan parterna.

Coperio AB Region Vasterbotten
Jenny Lindh, VD Brita Winsa, Halso- och sjukvardsdirektor
Namn Namn
DIGITALT SIGNERAD DIGITALT SIBSERAD SIGNERAD DIGIDIGES
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Bilaga 1

KONTAKTVAGAR

Bestallning

Behorig att bestalla utredning av barn och ungdomar ar BUP i Umea.
Behdrig att bestalla utredning av vuxna ar psykiatriska klinikerna i Umea, Skellefted och Sodra Lappland.

Verksamhetsfragor

Barn- och ungdomspsykiatri Vasterbotten ansvarar for tillampning av avtalet.

Kontaktperson enligt nedan.

Regionen Leverantor
Kvalitetsansvarig Kundkontakt
Kontaktperson: Kerstin Eliasson Kontaktperson: Jenny Lindh
Befattning: Verksamhetschef Befattning: VD

Telefon: 070-665 03 43 Telefon: 072-209 99 88
E-post: E-post: jenny.lindh@copeiro.se
kerstin.m.eliasson@regionvasterbotten.se

Kvalitetsfragor

Halso- och sjukvardsforvaltningens stab ansvarar for kvalitetsfragor samt uppféljning.

Regionen Leverantor
Kvalitetsansvarig Kundkontakt
Kontaktperson: Ewa Hemmingsson Kontaktperson: Jenny Lindh
Befattning: Verksamhetsutvecklare Befattning: VD

Telefon: 072-450 64 50 Telefon: 072-209 99 88
E-post: E-post: jenny.lindh@copeiro.se
ewa.hemmingsson@regionvasterbotten.se

Avtalsfragor

Inkdpsanalys och upphandling ansvarar for fragor som ror tolkning av tilldampning av avtals-
villkoren samt tillagg till avtalet, t ex prisjustering.

Kontaktperson enligt nedan.

Regionen Leverantor

Upphandlare Avtalskontakt
Kontaktperson: Helén Damlin Kontaktperson: Jenny Lindh
Befattning: Upphandlare Befattning: VD

Telefon: 090-785 85 92 Telefon: 072-209 99 88
E-post: helen.damlin@regionvasterbotten.se E-post: jenny.lindh@copeiro.se
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Bilaga 2
PRIS
Leverantér rangordnad som nummer fem (5).
Uppdrag Pris
(SEK/utredning)
NPF-utredning av barn- och ungdomar 37 000
NPF-utredning av vuxna 35900
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visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sakerstélla dess identitet. For mer information,
se bifogad dokumentation.
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Parter
Regionen Leverantor
Region Vasterbotten Coperio AB
901 89 Umed Ostra Kanalgatan 2
652 20 Karlstad
Org nr: 232100-0222 Org nr: 559131-4256
Telefon: 090-785 00 00 Telefon: 072-209 99 88

Kontaktvagar enligt bilaga 1.

Avtalshandlingar

Avtalshandlingarna kompletterar varandra.
Om handlingarna skulle visa sig vara motsagelsefulla i nagot avseende galler de,
om inte omstandigheterna uppenbarligen féranleder annat, i féljande ordning:

Skriftliga andringar och tillagg till detta avtal
Detta avtal med bilagor
Upphandlingsdokument med bilagor
Fortydliganden och kompletteringar till anbud
Anbud med bilagor

oM~

Avtalets omfattning

Leverantoren atar sig att leverera i enlighet och omfattning med de villkor som anges
i detta avtal och de underlag som legat till grund fér upphandlingen samt enligt de vill-
kor som framgar av antaget anbud.

Volymer

Regionen garanterar inte en viss volym eller ett visst varde under avtalstiden. Eventu-
ellt angivna volymer ar uppskattade behov. Skulle omfattningen enligt detta avtal un-
derstiga alternativt 6verstiga uppskattade volymer, ska detta inte betraktas som avtals-
brott fran regionens sida utan leverantoren ar skyldig att leverera i enlighet med det
verkliga behovet.

Nar angiven takvolym uppnatts ager regionen ratt att med omedelbar verkan saga upp
avtalet.
Avtalstid

Avtalet galler tva (2) ar fran avtalstecknande med mdjlighet till forlangning for regionen
med upp till 24 manader.

Vid avtalsperiodens utgang upphdr avtalet att galla utan uppsagning.
Avisering om férlangning bor ske sex (6) manader fére avtalsperiodens utgang.

Utforande och kvalitet
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Leverantdren ska leverera enligt detta avtal med stérsta omsorg och pa ett fackmanna-
massigt satt. Leverantéren ska iaktta god sedvéanja inom branschen och tillvarata reg-
ionens intressen. Leverantdren ska via eget kvalitetssakringssystem sakerstalla att det
egna arbetet alltid utférs med ratt kvalitet och med precision.

Om uppdraget inte ar tillrackligt preciserat aligger det leverantéren att i samrad med
regionen gora ytterligare preciseringar. Leverantdren ska utan drojsmal skriftligen till reg-
ionen anmala behov av ytterligare preciseringar for att kunna utféra uppdraget. Leveranto-
ren far inte av annan an regionen motta eller inhamta direktiv fér uppdrag i vidare ut-
strackning an vad som framgar av detta avtal.

Om leverantoren i sin yrkesutdvning bryter mot ovan angivna principer och praxis, pa
ett sadant satt att regionens fortroende for leverantéren rubbas, utgor det ett vasentligt
fel och grund for fértida uppsagning av avtalet.

6 Samverkan
Parterna ska fortlopande samverka i samtliga fragor som ror avtalet.

Parterna ska tillse att erforderliga underlag gérs tillgangliga fér motparten inom ramen
for samverkan samt att tillrackligt radrum lamnas avseende stallningstaganden som
ska fattas i enlighet med avtalet. Parterna ska I6pande underratta varandra om handel-
ser av betydelse for avtalets fullgérande eller relationen parterna emellan samt konse-
kvenser av sadan handelse.

Leverantoren ska utan dréjsmal skriftligen informera och i lamplig omfattning samrada
med regionen om nagon av nedanstaende handelser framstar som sannolikt att intraffa:

Agarbyte eller andrad bolagsform

Konkurs, betalningsinstallelse

Myndighetsbeslut som kan komma att paverka avtalet
Omstandigheter som kan forsvara samarbetet mellan parterna

Pa begéran av regionen ska leverantéren lamna ytterligare information (exempelvis
uppvisande av aktiebok) om nya agarférhallanden eller andra relevanta omstandigheter
och om leverantérens framtida méjligheter att uppfylla avtalet. Regionen har darvid ratt
att sdga upp avtalet med en (1) manads uppsagningstid om det finns anledning att anta
att leverantoren inte langre kommer att ha méjlighet att uppfylla avtalet. Regionen ska
skriftigen meddela leverantdren om sitt beslut avseende avtalets fortsatta giltighet.

7 Personal

Leverantdren ska anvanda personal i den omfattning som kravs for att utféra uppdrag
till den kvalitet som avtalet kraver. Leverantdren ska sakerstalla att personalen innehar
adekvat kompetens och erfarenhet.

Leverantoren ar sjalvstandig uppdragstagare gentemot regionen. Leverantéren ansva-
rar for samt anstaller eller anlitar den personal som utfor arbete at leverantoren.

Leverantoren far endast ersatta utsedd personal efter regionens godkannande.
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Leverantoren ar skyldig att utan oskaligt drojsmal ersatta personal som anvands for
avtalets fullgérande, om regionen begar det och har sakliga skal fér sin begaran sa-
som att personalen saknar erforderlig kompetens eller att samarbetssvarigheter fore-
kommer. Erséttare ska skriftligen godkannas av behorig foretradare for regionen.

Underleverantor

Leverantdren har helhetsansvar for avtalet och ansvarar for underleverantérens arbete
som for eget. Leverantéren ska i alla fragor vara regionens motpart. All kommunikation,
fakturering m.m. ska ske mellan leverantéren och regionen.

Leverantdr som avser att anlita underleverantor for att genomféra vad som avtalats ska
inhamta regionens skriftliga godkannande.

Regionen ska inom rimlig tid handlagga leverantérs forfragan om ny underleverantor.
Underlater leverantor att inhamta godkannande anses det utgdra ett vasentligt fel samt
grund fér uppsagning av avtalet. Regionen har ratt till ersattning for den skada som reg-
ionen asamkas pa grund av sadan atgard. Om skadan ar vasentligt har regionen vidare
ratt att omedelbart hdva detta avtal.

Leverantdr ska med underleverantdr traffa motsvarande villkor som éverenskommits
mellan regionen och leverantor i detta avtal. Leverantor ska pa begaran uppvisa samar-
betsavtal eller motsvarande skriftliga uppgoérelse med underleverantor.

Avropsordning

Regionen lagger skriftliga avrop for varje enskilt uppdrag till leverantor.

Tidsfrist for svar ar inom tre (3) dagar fran avrop.
Regionen har dock ratt att vid behov ange annan tidsfrist for svar i avropet.

Leverantor rangordnad som nummer fem (5).
Vid avrop av uppdrag anlitas leverantor enligt rangordning.

Leverantdr som rangordnats som nummer ett (1) i ramavtalet anlitas sa lange den kan
leverera enligt avtalsvillkoren. Underlatenhet att inkomma med svar inom angiven tids-
frist kommer att ses som ett avbojande. Darefter anlitas dvriga leverantérer enligt fast-
stalld rangordning.

Avsteg fran gallande rangordning kan ske vid patients behov av geografisk narhet.

Regionen forbehaller sig ratten att, nar rangordnade leverantorer efter forfragan inte
kan leverera, utan ersattnings- eller skadestandsansprak fran leverantor anlita annan
leverantor.

Pris och ersattning

Pris

Pris enligt bilaga 2.
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Pris ar fast angivet i svenska kronor (SEK) exklusive mervardesskatt.
Pris inkluderar samtliga kostnader och avgifter férenade med uppdraget
om inte annat anges.

Ersattning

Ersattning utgar, med avtalat pris dag fér avrop, for utredning som genomférts och rap-
porterats inom angiven tid och till efterfragad kvalitet. Vid avbruten utredning utgar er-
sattning for eventuell genomférd del.

Darutdver behaller leverantor vuxnas patientavgift och kompenseras med motsvarande
belopp om vuxen patient inte erlagt avgift utifran regionens regler for patientavgift och
hogkostnadsskydd.

Prisjustering

Priser ar fasta tolv (12) manader fran avtalstecknande. Parterna ager darefter ratt att
arligen vid ett (1) tillfalle enligt nedan begéara prisjustering. Prissankning far ske pa be-
garan av endera part nar som helst under avtalstiden.

Skriftlig begaran, med nytt pris, [lamnas till kontaktperson for avtalsfragor.
Handlingarna som styrker kostnadsférandring ska tillhandahallas pa begaran.

Retroaktiv prisjustering medges inte.

Prisjustering av personalkostnad

Prisjustering far baseras pa 80 % av pris enligt avtal, resterande del ar fast.

Pris justeras motsvarande hégst férandringen i SCB:s Labour Cost Index for tjansteman
(preliminart), privat sektor LCI (tjm) efter naringsgren SNI 2007 kod Q.

Bastidpunkt for index ar: matperiod K1 ar 2022.
Jamforelsetidpunkt for index ar: matperiod K1 arligen.
Justering beraknas pa 80 % av pris vid avtalstecknande.

Nytt pris galler tidigast fran manadsskiftet efter parternas éverenskommelse.

Fakturerings och betalningsvillkor

Faktureringsvillkor

Leverantor ska fakturera manadsvis i efterskott. Faktura ska vara sa specificerad att
det klart framgar uppdrag, bestallarens kontaktperson, datum och regionens diarienum-
mer. Leverantdren innehar F-skattsedel eller motsvarande.

Faktura skickas elektroniskt via Pagero med referenskod:
Barn- och ungdomspsykiatrin: 1040

Psykiatriska kliniken i Umea: 41

Psykiatriska kliniken i Skelleftea: 2009

Psykiatriska kliniken i Sédra Lappland: 3006

Faktura stalls ut till: Region Vasterbotten, FE 5102, 838 77 Froson
Moms nr: SE232100022201 och GLN nr: 7362321000224
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Regionen betalar inte expeditions-, faktura-, eller andra avgifter fran leverantéren eller
tredje part.

Betalningsvillkor

Om anledning till anmarkning mot faktura eller uppdraget inte féreligger, sker betalning
inom 30 dagar raknat fran fakturans ankomstdatum. Vid férsenad betalning utgar er-
sattning enligt svensk rantelags bestammelser.

| det fall regionen helt eller till delar inte anser sig betalningsskyldig har regionen ratt att
innehalla omtvistat belopp. For det fall parterna ar oense om endast del av faktura ska
oomtvistat belopp erlaggas senast pa forfallodagen.

Leverantorens betalningsuppgifter

Uppgifter om eller byte av leverantérens bankkonto/bankgiro och betalningsform ska pa
begéaran verifieras av leverantérens kontaktperson for avtalsfragor i bilaga 1.

Lagar och normer

Allmant

Leverantdren har det fulla ansvaret for att folja vid varje tidpunkt gallande lagar, férord-
ningar, foreskrifter och allmanna rad som beroér avtalet. Leverantéren far inte vidta at-
gard som kan asidosatta lag eller som pa annat satt strider mot vad som galler for
denna typ av avtal.

Leverantoren ar skyldig att kontinuerligt halla sig underrattad om férekomsten och gil-
tigheten av dessa.

Leverantdren ar under avtalstiden skyldig att pa begaran av regionen skriftligen redo-
visa de atgarder som vidtagits med anledning av forpliktelserna i denna punkt. Begéard
redovisning ska ske inom tva (2) veckor om inte annat éverenskommits.

Om leverantoren far skal att anta att den begar eller kommer att bega brott mot be-
stdmmelserna i denna punkt, ska den omedelbart meddela regionen detta.

Arbetsgivaransvar

Leverantoren svarar for [6ner, sociala avgifter och andra avtalsenliga och lagstadgade
kostnader for sig och sin personal. Leverantéren ar ensam arbetsgivare for sin personal
och ar ensam barare av arbetsgivaransvar i forhallande till denna personal.

Om leverantdren inte har tecknat kollektivavtal, ska denne kunna uppvisa ett systemati-
serat angreppssatt for hur relationen mellan arbetsgivare och arbetstagare regleras pa
ett satt som motsvarar god sed pa svensk arbetsmarknad.

Antidiskriminering

Leverantéren ska félja gallande svensk antidiskrimineringslagstiftning.

Sekretess och tystnadsplikt
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For regionens verksamhet galler offentlighetsprincipen som huvudprincip. Detta innebar
att regionen ska lamna ut uppgifter som rér avtalet eller parternas relation om inte an-
nat regleras i lag. For part och dennes personal géller samma sekretess som for perso-
nal anstalld inom offentlig verksamhet i Sverige.

Parterna forbinder sig att, savitt inte annat regleras i lag, inte roja eller utnyttja motpar-
tens uppgifter, vad det an ma vara (person-, ekonomiska, kommersiella uppgifter etc.)
som kan komma part tillkédnna. Denna férbindelse omfattar alla personer som nagon av
parterna pa nagot satt involverar for att fullgéra sina ataganden. Om nagon av parterna
onskar ska sarskild sekretessforbindelse undertecknas av berérd personal innan arbe-
tet paborjas.

Brott mot sekretess och tystnadsplikt ar en vasentlig brist som utgér grund fér uppsag-
ning av avtalet. Sekretess och tystnadsplikt galler aven efter det att avtalet har upphért.

Yttrande- och meddelarfrihet

For leverantoren och dennes personal galler, i fraga om verksamhet som omfattas av
detta avtal, samma yttrande- och meddelarfrihet som for personal anstélld inom offent-
lig verksamhet i Sverige.

Personuppgifter

Ansvaret for personuppgifter féljer av gallande dataskyddslagstiftning. Leverantéren
ska félja regionens vid varje tidpunkt gallande instruktioner angaende behandling av
personuppgifter. Fér det fall leverantéren ar personuppgiftsbitrade till regionen ska sar-
skilt avtal upprattas enligt Sveriges Kommuners och Regioners mall fér personuppgifts-
avtal.

Forsakringar och ansvar

Leverantoren ar skyldig att under hela avtalsperioden till betryggande belopp halla
erforderlig ansvarsforsakring som tacker direkta skador vilka orsakats av leverantéren.
Pa begaran av regionen ska leverantdéren omedelbart uppvisa skriftligt bevis pa att
denne har erforderlig férsakring. Saknas erforderlig forsakring har regionen ratt att
teckna forsakring som tacker leverantdrens ansvar pa leverantdrens bekostnad.

Leverantoren ansvarar for skada som denne vallar regionen eller tredje man. Leveran-
torens ansvar for skada i denna del ar begransat till SEK 10 000 000 per skada och
SEK 20 000 000 per ar. Ovanstaende ansvarsbegransning galler ej skada som orsakas
genom grov vardsldshet eller uppsat.

Foreligger ersattningsgill skada enligt ovan ska regionen vidta atgarder for att begransa
skadan, savida dessa atgarder inte orsakar oskalig kostnad, eller annars ar oskaligt be-
tungande.

Skadestandsansprak riktade mot regionen som beror pa att leverantéren inte uppfylit
villkor i avtalet, ska ersattas av leverantoren.

Regionens patientforsakring galler for verksamhet inom ramen for detta avtal. Leveran-
toren ar skyldig att tillhandahalla intyg, utredningar, analyser m.m. utan kostnad till
landstingens 6msesidiga forsakringsbolag (LOF).
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Uppfdljning

Uppfdljning

Lépande under avtalstiden ska parterna métas for att félja upp avtal och diskutera for-
battringsmajligheter. Regionen kallar i god tid till uppféljningsméte en (1) gang per ar,

darutdver som parterna éverenskommer. Ersattning fér deltagande i uppféljningsmaoten
utgar inte.

Patient- och verksamhetsberattelse

Leverantoren ska senast den 1 mars arligen Iamna en skriftlig patientsékerhets- och
verksamhetsberattelse for det gangna kalenderaret till regionens kontaktperson for kva-
litetsfragor.

Patientsakerhetsberattelsen ska uppfylla kraven i 3 kap. 9 - 10§§ patientsakerhetslagen
samt 7 kap. Socialstyrelsens foreskrifter och allmanna rad (SOSFS 2011:9) om led-
ningssystem for systematiskt kvalitetsarbete.

Om informationen inte har lamnats i patientsékerhetsberattelsen sa ska féljande inform-
ation ldamnas i verksamhetsberattelsen:

e Sammanstallning med kommentarer 6ver eventuella arenden som anmalts till
tillsynsmyndigheten eller som tillsynsmyndigheten sjalv initierat.

e Sammanstéllning med kommentarer dver eventuella avvikelser i verksamheten
samt atgarder som har vidtagits med anledning av avvikelserna.

Statistik

Leverantoren ska till regionens kontaktperson for kvalitetsfragor kostnadsfritt helarsvis
lamna statistikuppgifter avseende:

Antal utredningar

Stallda diagnoser
Utredningstid per utredning
Kostnad, fakturerade uppdrag

Uppgifterna ska presenteras via fil eller webbportal i sadant format att regionen kan ta
del av och bearbeta dem utan sarskild atgard.

Revision

Regionen forbehaller sig ratten att sjalv, eller genom ombud, genomféra revision av av-
talet for att sékerstalla att uppdrag utférs enligt avtal och att leverantéren och dess un-
derleverantorer i dvrigt efterlever sina skyldigheter enligt avtalet, dock utan att verksam-
heten stors i onédan.

Pa begaran ar leverantoren skyldig att mojliggéra en effektiv revision av avtalet.
Regionen ska utan hinder kunna genomféra:

Granskning av nddvandig dokumentation

Inspektion pa plats hos leverantér och underleverantor
Granskning och godkannande av rattelser och atgarder

| 6vrigt det som kravs for att kontrollera uppfyllelsen av avtalet
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Regionen ska sta kostnaden for sadan revision i de fall leverantéren fullgjort sin skyl-
digheter enligt avtalet, i annat fall ska leverantéren sta kostnaden.

Fel och brister
| avtalet givna exempel pa fel och brister ska inte ses som uttbmmande.

Uppdrag ar att anse som felaktigt om det férekommer avvikelser fran vad regionen med
hansyn till avtalsvillkoren rimligen kunnat férvanta sig.

Regionen ska skriftligen reklamera fel eller brist till leverantér utan oskaligt dréjsmal ef-
ter att detta upptackts eller borde ha upptackts av regionen. Reklamation ska innehalla
tydlig uppgift om felets eller bristens art och omfattning. Férsenad reklamation ska dock
inte hindra regionen fran att framstalla ansprak enligt avtalet, men regionen ska inte i
sadant fall &ga ratt att kréva ersattning fér den eventuella 6kning av regionens skada
som fdljer av regionens underlatenhet att géra sadan reklamation i ratt tid.

Leverantor ska skyndsamt vidta atgard for att avhjalpa reklamerat fel eller brist.

Utover vad som framgar harav, kan parterna komma 6éverens om att kompensation ska
utga istallet for att atgarder vidtas vid fel eller brist.

Vite

Fel eller brist i leverans och/eller i leverantors atagande eller fullgérelse enligt avtalet
som beror pa leverantor eller nagot forhallande pa leverantérs sida berattigar regionen
till vite. Fel eller brist foreligger inte om leverantéren hindras att fullgéra avtalsvillkoren
pa grund av férhallanden som beror pa regionen.

Om leverantoren inte har atgardat felet nar maximalt vite utgatt kan regionen skriftligen
ge leverantoren en slutlig skalig frist for avhjalpande. Ar felet inte avhjalpt nar fristen
gatt ut har regionen ratt att hava avtalet.

Regionen har ratt att efter eget val tillgodogora sig upplupet vite genom att géra avdrag
pa upparbetad ersattning eller genom att framstalla sarskilt krav om betalning.

Avropsstopp
For det fall leverantoren inte:

vidtar rattelse i skalig tid efter reklamation

upprattar tid- och atgardsplan gallande lagar och normer i tid
foljer den godkanda tid- och atgardsplanen

inom skalig tid avhjalper de brister som framkommit vid revision

eller i dvrigt bryter mot avtalet i vasentlig omfattning far regionen undanta leverantéren
fran avrop till dess att regionen godkant att leverantoren avhjalpt avtalsbrottet eller det
for parterna ar uppenbart att avtalsbrottet upphort.

Under den tid som avropsstoppet galler har regionen ratt att géra avrop fran annan ra-
mavtalsleverantor eller, om sddan saknas, upphandla tjansten fran annan leverantor.

Overdebitering
For det fall leverantéren debiterar hdgre priser, eller anvander andra ersattningsmo-
deller, an vad som avtalats ska mellanskillnaden mellan fakturerat pris och avtalat pris
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aterbetalas med tillagg om 25 procent pa mellanskillnaden. Betalning ska vara regionen
tillhanda senast 30 dagar fran det att krav om aterbetalning framstallts.

Andringar och tillagg

Bryter leverantdren mot vad som regleras gallande andringar i avtalet samt andrade
forhallanden — t.ex. genom att inleda férhandling om eller pa annat satt genomféra en
andring av eller ett tillagg till avtalet utan att forst géra en framstalining om detta till reg-
ionens kontaktperson for avtalsfragor vid basenhet Inkdp enligt bilaga 1 — har regionen
ratt till vite. For det fall bestallning enligt tillagg eller andring genomforts utgar vite med
50 procent av fakturerat belopp enligt upprattat tillaggsavtal eller andring, dock lagst
50 000 kronor. For det fall ingen bestallning har lagts utgar vite med 50 000 kronor. Be-
talning ska vara regionen tillhanda senast 30 dagar fran det att krav om aterbetalning
framstallts.

Marknadsféring

Leverantdren ager inte ratt att i reklam- och marknadsféringssammanhang anvanda
regionens namn eller det faktum att leverantéren utfért uppdrag at regionen utan att
ha inhamtat skriftligt medgivande fran regionen.

Leverantoren far inte till regionen salja tjanster eller produkter som inte omfattas av
detta avtal. Marknadsféring av nya eller uppdaterade tjanster eller produkter far endast
ske efter skriftligt godk&nnande fran kontaktperson for avtalsfragor enligt bilaga 1.

Bryter leverantdren mot vad som regleras i detta stycke har regionen ratt till vite om 50
procent av fakturerat belopp avseende tjanster eller produkter som inte omfattas av av-
talet, dock lagst 50 000 kronor. Betalning ska vara regionen tillhanda senast 30 dagar
fran det att krav om aterbetalning framstallts.

Andringar i avtalet samt andrade férhallanden

Detta avtal utgor en fullstdndig reglering av parternas avtalsférhallande och ersatter alla
tidigare muntliga och/eller skriftliga 6verenskommelser avseende samma tjanst.

Andringar och tillagg till avtalet som paverkar avtalsvillkoren kan endast géras genom
en skriftlig handling undertecknad av behdriga foretradare for parterna.

Andringar eller tillagg till detta avtal som inte ar tillatna enligt vid var tid gallande upp-
handlingslagstiftning ar ogiltiga, men paverkar inte avtalets giltighet i ovrigt.

For det fall leverantor vill genomfora en sadan andring eller tilldgg som namns i forsta
stycket ar denne skyldig att férst gbéra en framstallning om detta till regionens kontakt-
person fér avtalsfragor vid basenhet Inkép enligt bilaga 1. Andringar och tillagg som
inte féregas av en sadan framstallning ar utan verkan.

Vid tillampning av avtalsvillkoren upprattar regionen skriftligt tillagg till avtalet efter éver-
enskommelse mellan kontaktpersoner for avtalsfragor.

Omforhandling

Parterna forbehaller sig ratten till omférhandling, vid politiska beslut och myndighetsbe-
slut eller organisatoriska férandringar, som paverkar forutsattningarna for avtalsvillko-
ren i inte ovasentlig omfattning. Begaran om omférhandling ska ske minst fyra (4)
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veckor innan férhandling pabdrjas. Pakallande av omférhandling befriar inte part fran
skyldighet att fullgéra sina forpliktelser enligt detta avtal intill dess att eventuellt nytt av-
tal har slutits.

Regionen ager ratt att utan ersattnings- och skadestandsansvar anlita annan leverantor
om leverantoren ar férhindrad att fullgéra uppdrag och fullgérandet ar nédvandigt for att
regionen ska uppfylla sitt ansvar enligt gallande lagstiftning.

Overlatelse av avtal

Detta avtal far inte, helt eller delvis, dverlatas pa annan fysisk eller juridisk person utan
parternas skriftliga godkdnnande.

Sker sadan overlatelse fran leverantéren utan regionens godkannande har regionen
ratt till ersattning for den skada som regionen asamkas pa grund av sadan Overlatelse.
Om skadan ar vasentligt har regionen vidare ratt att omedelbart hava detta avtal.

Uppsagning av avtal

Regionen har ratt att sdga upp avtalet till fortida upphdrande utan att utge ersattning,
med en manads uppsagningstid i féljande fall:

e Leverantoren i vasentligt hdnseende asidosatter sina skyldigheter enligt detta
avtal och inte vidtar rattelse inom trettio (30) dagar efter regionen avsant ett
skriftligt meddelande om detta.

e Leverantoren vid upprepade tillfallen asidosatter sitt atagande enligt detta avtal,
aven om avtalsbrotten var for sig inte ar av vasentlig betydelse och oavsett om
avtalsbrotten avser samma eller olika ataganden.

e Leverantoren inte fullgdr de betalningsskyldigheter avseende skatter, sociala
avgifter och évriga betalningsaligganden som enligt lag eller annan reglering
avilar leverantor.

e Leverantdren forsatts i konkurs, trader i likvidation, staller in betalningarna eller
pa annat satt kan antas vara pa obestand sa att denne inte kan férvantas fullgéra
sina ataganden.

e Det framkommer att leverantéren lamnat oriktiga uppgifter i anbudet och dessa
uppgifter har varit av icke ovasentlig betydelse vid beddmning av tilldelning av
avtalet.

¢ Hinder med anledning av force majeure varat i minst sex manader.
e Grund enligt 17 kap 17 § Lag om offentlig upphandling.

Regionen ager ratt att hava avtalet med omedelbar verkan i féljande fall:

e Det under avtalsperioden framkommer férhallande som, om det férelegat nar
avtalet upphandlades, givit regionen ratt att utesluta leverantéren fran
upphandlingen.

e Leverantoren saknar tillstand att bedriva aktuell verksamhet eller tillhandahalla
avtalad tjanst.

e Leverantoren inte innehar giltig och tdckande ansvarsfoérsakring.
e Leverantdren inte fullgér sina skyldigheter gallande arbetsgivaransvar.
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e Foretradare for eller anstalld hos leverantoren doms for brott relaterat till aktuell
verksamhet.

e Det féorekommer allvarliga missférhallanden i leverantérens verksamhet.
e Tillsynsmyndighet ingriper mot leverantérens verksamhet.

Leverantdren har ratt att sdga upp avtalet om:

e Regionen i vasentligt hdnseende asidosatter sina skyldigheter enligt detta avtal
och inte vidtar full rattelse inom trettio (30) dagar efter leverantdr avsant ett
skriftligt meddelande om detta.

Skadestand

Vid fortida uppsagning eller havning ager den uppsagande eller havande parten ratt till
skadestand. Krav pa skadestand ska, for att kunna goras géllande, meddelas inom ett
(1) ar fran det att avtalet upphort att galla.

Om regionen sager upp eller haver avtalet har denne réatt till skadestand motsvarande
samtliga kostnader for att avveckla avtalet, byte av leverantér samt dvriga direkta kostna-
der.

Skadestand ska utga aven i de fall vite utgar, dock ska skadestandet i dessa fall endast
utga om skadans verkliga storlek dverstiger utbetalt vite.

Om leverantor sager upp eller haver avtalet, har leverantoren ratt till skadestand hogst
uppgaende till det negativa avtalsintresset.

Avtalsavslut
Leverantdr ska se till att avtalet avslutas pa ett fackmannamassigt satt.

Avtalet ska avslutas pa ett satt som underlattar 6verlamnandet av pagaende eller
avslutade uppdrag till regionen eller tredje part utan onddig kostnad eller stérning
for regionen eller tredje part.

Leverantdren ska omgaende nar sa efterfragas dverlamna all relevant dokumentation
till regionen eller tredje part som regionen anvisar till.

Befrielsegrunder (force majeure)

Part har ratt att underlata att fullgéra forpliktelse enligt detta avtal, forutsatt att fullgo-
relse hindras pa grund av omstandighet utanfor dennes kontroll, befrielsegrund, som
inte rimligen kunde ha forutsetts nar avtalet traffades och vars féljder rimligtvis inte
kunde ha undvikits eller dvervunnits.

Som befrielsegrund raknas krig, omfattande arbetskonflikt, blockad, eldsvada, miljoka-
tastrof och handelser av liknande svarighetsgrad. Arbetskonflikt som har sin grund i
parts brott mot kollektivavtal far inte aberopas som befrielsegrund.

Den part som aberopar befrielsegrund, paverkad part, ska skriftligen meddela den
andra parten om sadan befrielsegrund sa snart den paverkande parten fatt kdnnedom
om befrielsegrunden. Samtidigt ska anges en uppskattning om hur lange befrielsegrun-
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den kan forutses besta. Paverkad part ska dven meddela den andra parten sa snart be-
frielsegrunden upphort. Sa snart befrielsegrunden har upphért ska underlaten forplik-
telse fullgéras pa avtalat satt.

Paverkad part ska med alla tillgangliga medel begrénsa eventuella konsekvenser som
kan uppkomma pa grund av befrielsegrunden.

Tvist

Tvist angaende tolkning eller tillampning av detta avtal och darmed sammanhangande
fragor ska avgoras av svensk allman domstol pa regionens hemort med tillampning av
svensk lag.

-000-
Underskrifter

Avtalet har undertecknats och utvaxlats elektroniskt mellan parterna.

Coperio AB Region Vasterbotten
Jenny Lindh, VD Brita Winsa, Halso- och sjukvardsdirektor
Namn Namn
DIGITALT SIGNERAD DIGITALT SIBSERAD SIGNERAD DIGIDPGES
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Bilaga 1

KONTAKTVAGAR

Bestallning

Behorig att bestalla utredning av barn och ungdomar ar BUP i Umea.
Behdrig att bestalla utredning av vuxna ar psykiatriska klinikerna i Umea, Skellefted och Sodra Lappland.

Verksamhetsfragor

Barn- och ungdomspsykiatri Vasterbotten ansvarar for tillampning av avtalet.

Kontaktperson enligt nedan.

Regionen Leverantor
Kvalitetsansvarig Kundkontakt
Kontaktperson: Kerstin Eliasson Kontaktperson: Jenny Lindh
Befattning: Verksamhetschef Befattning: VD

Telefon: 070-665 03 43 Telefon: 072-209 99 88
E-post: E-post: jenny.lindh@copeiro.se
kerstin.m.eliasson@regionvasterbotten.se

Kvalitetsfragor

Halso- och sjukvardsforvaltningens stab ansvarar for kvalitetsfragor samt uppféljning.

Regionen Leverantor
Kvalitetsansvarig Kundkontakt
Kontaktperson: Ewa Hemmingsson Kontaktperson: Jenny Lindh
Befattning: Verksamhetsutvecklare Befattning: VD

Telefon: 072-450 64 50 Telefon: 072-209 99 88
E-post: E-post: jenny.lindh@copeiro.se
ewa.hemmingsson@regionvasterbotten.se

Avtalsfragor

Inkdpsanalys och upphandling ansvarar for fragor som ror tolkning av tillampning av avtals-
villkoren samt tillagg till avtalet, t ex prisjustering.

Kontaktperson enligt nedan.

Regionen Leverantor

Upphandlare Avtalskontakt
Kontaktperson: Helén Damlin Kontaktperson: Jenny Lindh
Befattning: Upphandlare Befattning: VD

Telefon: 090-785 85 92 Telefon: 072-209 99 88
E-post: helen.damlin@regionvasterbotten.se E-post: jenny.lindh@copeiro.se
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Bilaga 2

PRIS

Leverantér rangordnad som nummer fem (5).

Uppdrag Pris
(SEK/utredning)

NPF-utredning av barn- och ungdomar 37 000

NPF-utredning av vuxna 35 900
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[ {
  "agreementId" : "2bf71ef0-122c-11ed-ba2d-4782febf5faa",
  "agreementName" : "Kontraktssignering",
  "agreementVersion" : "1.16",
  "agreementFiles" : [ {
    "fileName" : "Avtal Copeiro.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "594168",
    "fileTitle" : "Avtal Copeiro.pdf",
    "fileHash" : "77b385273d6fa143c4074e8fc9bee65696b0645a8992cd70d4b5d44108fe48f1",
    "fileId" : "2c0046b0-122c-11ed-9bff-c3cc8375e0b5"
  } ],
  "signees" : [ {
    "personName" : "Jenny Lindh",
    "country" : "SE",
    "orgName" : "Coperio AB",
    "personSurname" : "Lindh",
    "orgNr" : "5591314256",
    "personGivenName" : "Jenny",
    "email" : "jenny.lindh@coperio.se"
  } ],
  "time" : "2022-08-02T08:27:27.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "e-Avrop AB",
    "ipAddress" : "213.187.208.106",
    "orgNr" : "5565338133"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "2dfbc890-122c-11ed-9fa5-8b952810a9d5"
}, {
  "id" : "dfa72bc0-1272-11ed-b14f-233f79e4c503",
  "time" : "2022-08-02T16:53:30.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "88.129.82.122"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Jenny Lindh",
    "country" : "SE",
    "orgName" : "Coperio AB",
    "personSurname" : "Lindh",
    "orgNr" : "5591314256",
    "personGivenName" : "Jenny",
    "email" : "jenny.lindh@coperio.se"
  }
}, {
  "id" : "2f0f3c20-1273-11ed-9ab1-73820594850e",
  "time" : "2022-08-02T16:55:43.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "88.129.82.122"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Jenny Lindh",
    "country" : "SE",
    "orgName" : "Coperio AB",
    "personSurname" : "Lindh",
    "orgNr" : "5591314256",
    "personGivenName" : "Jenny",
    "email" : "jenny.lindh@coperio.se"
  }
}, {
  "id" : "828abc00-1cb2-11ed-bd0f-23a7da4a08de",
  "time" : "2022-08-15T17:54:13.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.191.152.225"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Jenny Lindh",
    "country" : "SE",
    "orgName" : "Coperio AB",
    "personSurname" : "Lindh",
    "orgNr" : "5591314256",
    "personGivenName" : "Jenny",
    "email" : "jenny.lindh@coperio.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Jenny Lindh",
    "country" : "SE",
    "orgName" : "Coperio AB",
    "personSurname" : "Lindh",
    "orgNr" : "5591314256",
    "personGivenName" : "Jenny",
    "email" : "jenny.lindh@coperio.se"
  },
  "signingMetadata" : {
    "personNr" : "198007067849",
    "personSurname" : "Lindh",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIktvbnRyYWt0c3NpZ25lcmluZyIgCklEOiAyYmY3MWVmMC0xMjJjLTExZWQtYmEyZC00NzgyZmViZjVmYWEKRGF0dW06IDIwMjItMDgtMDIKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "86a12ea0-1cb2-11ed-9ab1-73820594850e",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQXZ0YWwgQ29wZWlyby5wZGYiCjc3YjMgODUyNyAzZDZmIGExNDMgYzQwNyA0ZThmIGM5YmUgZTY1NiA5NmIwIDY0NWEgODk5MiBjZDcwIGQ0YjUgZDQ0MSAwOGZlIDQ4ZjEKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Jenny Margaretha",
    "startDate" : "2022-08-15T15:54:21.017+0000",
    "transactionId" : "f3888d05cf4f3d82bcd1b995fb2530d5"
  },
  "time" : "2022-08-15T17:54:40.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.191.152.225"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "92458760-1cb2-11ed-9ab1-73820594850e"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards




https://www.egreement.com





Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken







place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.







Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.







Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630




https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.







@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments







How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:







* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.
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Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.16

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.







Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

tbs

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

SSBzaWduOiAiQ29udHJhY3QilA
pJRDogNjdkNZ2...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.







Parameter name Parameter value example Description

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be
stored as a part of SignMetadata.

For non-advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS or hash

of TBS matches the TBS from SignMetadata.







Output type How to validate

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

» EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 47: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
Parameter name Parameter value example Description

agreementPreviousExpire0n 2016-03-21T10:03:28.010+0000  Time when agreement was
scheduled to expire as yyyy-Mm-
dd’T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is
scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.
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Message Sent
A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent
* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.
> 53: Message sent due to event ID: 40.
o 54: Message sent due to event ID: 41.
o 55: Message sent when agreement is shared.
o 56: Message sent when agreement sharing is cancelled.
o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlLocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",

11







"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"

oA
"fileSize" : "180269",
"fileld" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4b”,
"fileMimetype" : "image/png",
"fileName" : "fig1.png"

P

"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o
"personNr" : "193333334444",
"personName" : "Bob B"

Il

"id" : 778333,

“time" : "2016-04-26T16:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

i

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}

oA

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

12







"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature"” : "PD9...cmU+"

H

"id" : 778335,

"time" : "2016-04-26T716:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

¥

"event(Class" : "agreement_signed",

"eventId" : 30

F ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

» Signee sign date

14







Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

- Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

» Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

15







Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

> Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

* Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

- TBS explanation is extended

Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

17







Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

18

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.







* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).







Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
* Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature







Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example







Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.







It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

 tbsHidden - Hidden data being signed, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

* Hashed TBS.
» TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message







Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.







personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

startDate - Date when signing was started.

signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.
* personSurname - Surname

* personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.







* transactionld - Transaction ID from backend system.
* signature - Signed JWT (from Telia).
* publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assuarance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.
* transactionld - Transaction ID from backend system.

* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.







Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

10







» personNr - In the form of a swedish personal number.
* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)

* random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)
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o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» email - Email address of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

hash (array): HASHLG( agreementName + email + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000

o If the output is less than 6 digits, add the remaining digits as '0' in prefix.
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* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each







entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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[ {
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    "fileSize" : "1660024",
    "fileTitle" : "x Copeiro.pdf",
    "fileHash" : "089fb079084f0e469274bbdab9302c97922332bda83c2cf3323f8193c918d11a",
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  } ],
  "signees" : [ {
    "personName" : "Brita Winsa",
    "country" : "SE",
    "orgName" : "REGION VÄSTERBOTTEN",
    "personSurname" : "Winsa",
    "orgNr" : "2321000222",
    "personGivenName" : "Brita",
    "email" : "brita.winsa@regionvasterbotten.se"
  } ],
  "time" : "2022-08-16T07:17:19.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "e-Avrop AB",
    "ipAddress" : "213.187.208.106",
    "orgNr" : "5565338133"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "b3858900-1d22-11ed-ba2d-4782febf5faa"
}, {
  "id" : "e8eae410-1d3a-11ed-894b-93b24c5941ae",
  "time" : "2022-08-16T10:10:37.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.10.32.200"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Brita Winsa",
    "country" : "SE",
    "orgName" : "REGION VÄSTERBOTTEN",
    "personSurname" : "Winsa",
    "orgNr" : "2321000222",
    "personGivenName" : "Brita",
    "email" : "brita.winsa@regionvasterbotten.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Brita Winsa",
    "country" : "SE",
    "orgName" : "REGION VÄSTERBOTTEN",
    "personSurname" : "Winsa",
    "orgNr" : "2321000222",
    "personGivenName" : "Brita",
    "email" : "brita.winsa@regionvasterbotten.se"
  },
  "signingMetadata" : {
    "personNr" : "195812288925",
    "personSurname" : "Winsa",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkF2dGFsIENvcGVyaW8iIApJRDogYjE0YWI0MzAtMWQyMi0xMWVkLTg1NmUtN2RlNTljMTFiZGU2CkRhdHVtOiAyMDIyLTA4LTE2Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "ea3194e0-1d3a-11ed-b7b1-0b45ac3f0a1f",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoieCBDb3BlaXJvLnBkZiIKMDg5ZiBiMDc5IDA4NGYgMGU0NiA5Mjc0IGJiZGEgYjkzMCAyYzk3IDkyMjMgMzJiZCBhODNjIDJjZjMgMzIzZiA4MTkzIGM5MTggZDExYQotLS0tLS0tLS0t",
    "personGivenName" : "Ulla Brita",
    "startDate" : "2022-08-16T08:10:39.543+0000",
    "transactionId" : "be2e46ffac2fa8485a73c1bb7750934e"
  },
  "time" : "2022-08-16T10:10:56.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.10.32.200"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "f4560460-1d3a-11ed-9ab1-73820594850e"
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards
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Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.
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Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.16

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

tbs

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

SSBzaWduOiAiQ29udHJhY3QilA
pJRDogNjdkNZ2...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.





Parameter name Parameter value example Description

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be
stored as a part of SignMetadata.

For non-advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS or hash

of TBS matches the TBS from SignMetadata.





Output type How to validate

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

» EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 47: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
Parameter name Parameter value example Description

agreementPreviousExpire0n 2016-03-21T10:03:28.010+0000  Time when agreement was
scheduled to expire as yyyy-Mm-
dd’T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is
scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

10





Message Sent
A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent
* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.
> 53: Message sent due to event ID: 40.
o 54: Message sent due to event ID: 41.
o 55: Message sent when agreement is shared.
o 56: Message sent when agreement sharing is cancelled.
o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlLocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",

11





"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"

oA
"fileSize" : "180269",
"fileld" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4b”,
"fileMimetype" : "image/png",
"fileName" : "fig1.png"

P

"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o
"personNr" : "193333334444",
"personName" : "Bob B"

Il

"id" : 778333,

“time" : "2016-04-26T16:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

i

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}

oA

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

12





"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature"” : "PD9...cmU+"

H

"id" : 778335,

"time" : "2016-04-26T716:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

¥

"event(Class" : "agreement_signed",

"eventId" : 30

F ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630

13
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Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

» Signee sign date

14





Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

- Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

» Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced
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Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

> Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

* Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

- TBS explanation is extended

Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced
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Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax
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Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.





* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
* Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

 tbsHidden - Hidden data being signed, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

* Hashed TBS.
» TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message





Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.





personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

startDate - Date when signing was started.

signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.
* personSurname - Surname

* personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.





* transactionld - Transaction ID from backend system.
* signature - Signed JWT (from Telia).
* publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assuarance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.
* transactionld - Transaction ID from backend system.

* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.





Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

10





» personNr - In the form of a swedish personal number.
* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)

* random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

11





o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» email - Email address of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

hash (array): HASHLG( agreementName + email + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000

o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

12





* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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